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Abstract

The Internet of Medical Things (IoMT) plays a vital role with
modern technologies and created a wide range of opportunities in
numerous industries especially in the medical field. The

opportunities not only last from patient empowerment, medical
education and training, remote monitoring as well as healthcare
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collaboration along with customized treatment, and data sharing
plans. Wearable health equipment, and quality improvement
initiatives are more enhanced with the adoption of IoMT but due
to advancement IoMT sometimes faces various challenges
regarding interoperability, data privacy and security as well as
enhanced infrastructure costs. Due to the sensitivity of the data in
the healthcare domain security and privacy become the key issue
of (IoMT). This paper aims to address the implications of data
fusion in IoMT, as well as the associated security challenges and
their potential solutions, which are lacking in the previous studies
as mentioned in the literature. Data collected from IoMT devices
has a direct impact on the accuracy of predictions because of its
quality, quantity, and relevance. Active and Passive attacks and
data security breaches are not only disastrous for loMT but affect
the whole healthcare ecosystem. Modern Cloud computing system
with loMT-sensitive data requires more security as the data is
stored in the cloud and physical databases require safety from
collection to protection. The storage requires to be more enhanced
and improved. In this article, numerous challenges are highlighted
by implementing the IoMT to the renowned Machine Learning
techniques and providing security mechanisms using SDN SDN-
based ML model that protects data through the cloud. The
standardization of architecture and security measures may improve
the detection of security threats and compromises. Detection of
threats and malware in cross-platforms is also an important part of
future research that can effectively tackle the heterogeneity of the
loMT systems. In advance, loMT-based system Cryptography and
blockchain-based technologies give promising results to increase
security. The findings of this research can assist numerous
stakeholders in the healthcare ecosystem. The research highlights
the security and privacy concerns by providing a comprehensive
list of current challenges and future research directions that must
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be considered while developing sustainable security solutions for
the IoMT infrastructure.

Keywords

Security, privacy, Internet of Medical Things, IOMT, MIQOT,
healthcare systems, survey.

Introduction

The third wave of Internet expansion is thought to be the Internet
of Things (loT). The medical Internet of Things is a collection of
Internet-connected devices used to carry out procedures and
provide services that aid in healthcare [1]. With the use of tiny
wearable devices or implanted sensors. MIOT has become a new e-
healthcare technology that gathers patients' essential bodily data
and tracks their pathological information. MIOT applications based
on wireless body area networks (WBAN) to implantable medical
devices, and has demonstrated considerable promise in improving
people's health. The Internet of Medical Things (IOMT) is a global
network of interconnected medical devices that anybody,
anywhere, at any time, can access [2, 3]. Its development and
growth are revolutionizing the healthcare sector. In terms of
wellness services that inspire millions of people worldwide to
adopt healthier lifestyles, the e-health IOMT-based application
landscape has taken a stunning lead [4, 5]. In this regard,
healthcare services have evolved into user-centered, accurate,
pervasive, and customized services, such as 24-hour private
healthcare [6, 7].

Due to advancements in microelectronics, materials, and
biosensor designs, smart wearable and implantable medical
devices have garnered a lot of attention in recent years. However,
due to IOMT's quick development, these IOMT-based healthcare
systems' security and privacy have frequently gotten little attention.
Inadequate security in IOMT healthcare systems can have the
following effects. Since its beginnings, the IOMST has been at risk
from cyber-attacks. Due to the absence of necessary security
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protection, various threats and attacks have the potential to cause
major catastrophes for both individuals and the network. As a
result, IOMST security and administration become very important.
The doctor uses his digital signature and access credentials to
recover the secure data [8, 9].

Role of loMT Ecosystem in Healthcare

The suggested system is put into practice with inexpensive
hardware and effective software, and it is safe for sending medical
records. Data transmission over communication networks is made
possible by the Internet of Medical Things (IOMT), an application
of the Internet of Things (IoT) in the medical field. By tracking and
controlling the body's vital signs, such as blood pressure,
temperature, heart rate, and others, IOMT can specifically help
residents and senior citizens live better lives. IOMT has emerged as
the primary platform for exchanging information and reaching
important decisions, therefore ensuring its security and
dependability is essential [10]. The below figure 1 represents the

Generalize IOMT Architecture.
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Figure 1: Generalize IOMT Architecture [11]
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Many researchers are interested in the growth of IoMT in recent
decades. Because IoMT technology is still in its infancy and has not
developed sufficiently, there are security issues because of low
standards, poor maintenance, and a lack of user education. With
malware for ransom, hackers and opponents can quickly take over
loMT devices with inadequate protection. Through unencrypted
transmission, hackers can gain access to unencrypted |oMT
equipment [12]. IoMT edge networks could seriously jeopardize
patient safety and privacy because they are susceptible to a variety
of security risks. New security mechanisms are desperately needed
to maintain the security of the edge networks to successfully
integrate loMT technology into widespread healthcare systems [13].
Below mentioned table 1 shows a systematic breakdown of loMT
Healthcare Technology.

Table 1: A systematic breakdown of IoMT Healthcare
Technology [14]

Area Method Characteristics
Leukemia DenseNet-121 Outstanding
performance
Chest X-Ray Faster R-CNN Detection accuracy of
97%
Lung CT Transfer learning Promising results
segmentation
Brain tumor  Partial tree algorithm with Promising results
detection advanced features
Congestive ANN Congestive heart
heart failure failure (CHF)
(CHF)

Services and Role of loMT Security Architecture in Healthcare

Many of the security schemes created for IoMT devices may also
be used to protect medical devices. However, because of their
small size and power requirements, wearable and implantable
devices are typically constructed with very little funding, and they
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might not have enough to put those schemes into practice [15, 16].
Figure 2 represents the NDN-based IoMT Security Architecture.

Figure 2: IOMT Security Architecture based on NDN [17]

To ensure the security of this new wave of medical technology,
industry, academia, and standards groups must collaborate closely
to develop new policies, guidelines, and standards in addition to
increasing research into the privacy and security of IOMT device's
computational and resource limitations of IOMT devices while
maintaining security in IOMT edge networks. We anticipate that
this research will contribute to the development and
implementation of secure IOMT. The following is a summary of our
primary contributions [18].
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Figure 3: Service-oriented loMT architecture [19]
Figure 3 shows the numerous Service-oriented without architecture.
To design and develop suitable lightweight security mechanisms
that overcome the We go over the security specifications required
for IOMT systems and the various methods for ensuring safe data
gathering as well as storage. We go over the various security
methods that are available and how resilient they are to various
kinds of attacks. This covers fresh assaults on loMT systems that
have surfaced recently. For the loMT system, we provide a security

Air medical ambulance
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architecture that makes use of some of these methods'
characteristics. The security of loMT systems during data collection,
transmission, and storage is covered by this framework [20]. The
below-mentioned Figure 4 represents the loT Enhancement with
time.
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Figure 4: loT Enhancement with time [22]

Exploratory Data Analysis (EDA)

The Exploratory Data Analysis (EDA) phase of our study was
instrumental in uncovering the underlying structure and
relationship of the IoMT devices. A component of the larger
Internet of Things (loT), the Internet of Medical Things (IoMT)
refers to the collection, storage, and transmission of health data via
medical equipment and apps that are connected to the Internet.
Through better patient management, diagnosis, treatment, and
monitoring, this networked system improves the delivery of
healthcare. [oMT includes technologies that help improve patient
outcomes and healthcare efficiency, including wearables, sensors,
diagnostic equipment, and remote monitoring tools [23, 24]. Table
2 highlights a systematic breakdown of IoMT security risks. To
ensure that private information is not shared or made accessible to
unapproved parties. Confidentiality in the context of the IOMT
edge network refers to safeguarding patient medical information
that has been shared with a therapist, doctor, or medical staff from
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being revealed to unapproved third parties who could endanger
the patient or misuse it.
Table 2: A systematic breakdown of loMT security risks [25]

Challenge Description Impact Examples
Device Limited Enables hacking Insulin
Vulnerabilities computational and pumps,

capacity for unauthorized pacemakers
robust security access
Network Insecure Eavesdropping  Wi-Fi and
Vulnerabilities communication  and data Bluetooth
protocols manipulation
between  |oMT
devices
Data Integrity Unintended data Loss of reliable Sensor data
alteration or medical records modification
corruption

An adversary could, for instance, obstruct communication between
the sender (such as a medical IOT device) and the recipient (such
as a smartphone gateway) to intercept medical data transmissions
and obtain illegal information if the confidentiality of the data is
not maintained. There are many different ways to guarantee
confidentiality, from physical security to data rendered
incomprehensibly by cryptographic methods [26, 27].

IoMT Security Challenges & Authentication in Healthcare
Guarantee that systems function correctly and that authorized
users are not denied access to services. As a result, medical data is
always available and usable when a genuine organization requests
it. Ensuring uninterrupted device and network resource availability
when a patient requires care services is crucial in the context of
IOMT edge networks [29, 30]. As more resource-constrained
medical devices are linked to loMT-based networks via wireless
networks, there is a risk of security breaches by malevolent actors
who take advantage of potential flaws in the system to launch
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attacks, obtain private data, or alter device operations and extract
results. The generalized attack types that could potentially target
loMT edge networks are briefly described in this section [31, 32]
Intrusion Detection Threat Mitigation in loMT

An attack that uses unprotected network connections to obstruct
two entities' (like cellphones or sensor nodes') communication
without their permission. To obtain valuable information that they
can utilize to later pose as the claimant, the attacker surreptitiously
listens in on the conversation. Since eavesdropping attacks don't
alter network transmission, they are challenging to identify [33].
Figure 5 shows an IOMT architecture for threat mitigations,
Intentionally causing a resource or item to behave incorrectly. An
attacker might, for example, fabricate the transmission data's
sending address to gain unauthorized access to a secure system.
Both mimicking and piggybacking are seen as forms of spoofing
[34].
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Figure 5. IOMT Architectures for Threat Mitigations [35]
A type of passive attack where an attacker uses observable data
flow features to infer information about the transmitted data. For
example, when the data is encrypted, the information might not be
readable or accessible. These attributes could include the names
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and locations of the entities participating in the data flow (i.e., its
origins and destinations), as well as the presence, absence, amount,
direction, frequency, and duration of the flow [36]. An intrusion
detection system guarantees that information hasn't been illegally
changed or erased. Integrity, when applied to IOMT edge networks,
maintains the veracity of patient-related data, including test results,
clinical notes, health summaries, and personal medical information
[37]. Healthcare businesses now more than ever understand the
value of data integrity, especially as a result of the growing reliance
on networked data brought about by the integration of developing
loT technology in the healthcare industry. In addition to data
integrity, the ideas of device and software integrity have also
gained attention in the context of the IOMT edge network.

Decreased
Cost
Improved
diagnosis and
treatment
Enhanced —_— Improved
patient disease
experience management
Remote
monitoring
of patients

Figure 6: Benefits of loMT Architecture [38]
The integrity of the equipment involved, such as wearable or
implanted sensors, is also crucial to the healthcare industry's
effective adoption of loMT edge networks [39]. Stops a party from
retracting earlier promises or deeds during a conversation. For
example, information taken from a patient's sensors may be sent,
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but the patient may later claim that the information is not his.
Alternatively, a developer with permission may change the
firmware in a few sensors and then reject its validity. It is necessary
to provide a way to settle conflicts that develop when an entity
denies prior commitments or specific approved actions. To settle
such disagreements, a certain process including a reliable third
party is frequently required [40]. An attacker creates and runs
malicious firmware or software to compromise a system's security.
This firmware or software is frequently secretly added to another
program to erase data, execute harmful or invasive programs, or
jeopardize the privacy, correctness, or dependability of the
system's data, apps, or operating system as a whole. Malicious
mobile code, trojans, worms, and virus programs are common
methods of malware attacks, horses, rootkits, or other malicious
programs that effectively compromise a system. This type of active
attack occurs when a malevolent actor intercepts, compromises, or
even hides messages sent back and forth between two
authenticated entities (such as the claimant and the authentication
protocol verifier). The hacker might change some of the
transmitted data to pass for one or more of the relevant legal
entities [41].

Synthesis & Evaluation of Intrusion Detection System for IOMT
To find security flaws, test innovative fixes, and assess their
effectiveness, this study takes a multidisciplinary approach. The
methodology, which focuses on machine learning, blockchain
integration, and lightweight cryptography, consists of technical
simulations, literature studies, and prototype testing. The following
sources were analyzed to ensure a thorough understanding of
loMT security challenges:

Sources: We reviewed 187 articles spanning the period 2010-2022,
analyzing topics related to IoMT security, including encryption,
authentication, and network vulnerabilities.
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Scope: Studies on encryption techniques, blockchain adoption,

and Al use in loMT systems.

Collected data from cybersecurity reports of healthcare

organizations experiencing loMT attacks.

® Notable cases include ransomware in loT-connected hospital
networks and attacks on wearable devices like fitness trackers.

® The security challenges in [oMT were categorized as follows:

® Device Vulnerabilities: Issues in wearable devices and
implantable sensors.

® Network Vulnerabilities: Threats during data transmission, such
as eavesdropping and unauthorized access.

® Data Integrity Concerns: Risks associated with tampering or loss
of sensitive data.

Below mentioned figure 6 represents a Machine Learning
based NDN Architecture for loMT. To evaluate security techniques,
a prototype IoMT network was set up comprising simulated
medical devices (e.g., heart rate monitors, insulin pumps) and a
healthcare cloud platform. Devices equipped with lightweight
communication modules (e.g., LoRa, Bluetooth Low Energy).

Interest Packet

Content Name

Other Optional
Parameters

Producer

Data Consumer

Content Name

Content

Signature

Data Packet ML Based NDN Architecture

Figure 7: Machine Learning-based NDN Architecture for loMT
Simulated typical patient monitoring scenarios, such as data
collection during remote monitoring.
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. Security Tests

. Encryption Performance: Compared traditional methods (e.g.,
RSA) against lightweight alternatives like AES-256 and Elliptic
Curve Cryptography (ECC).

. Blockchain Integration: Tested blockchain with decentralized
authentication for access control and immutable logging of patient
records.

. Anomaly Detection and Developed Al-based models using
supervised and unsupervised learning techniques for real-time
intrusion detection.

Table 5: Security Aspects for loMT systems [44]

Protection

Aspect .
P mechanism

Description

Confidentiality =~ Guarantees that a processed asset
is not becoming known outside
the interacting entities
Confidentiality Authentication Challenges credentials on the
basis of identification and
authorization

Resilience Preserves protection in case of
failure
Integrity Guarantees that the interacting

entitics know when an asset has
been changed
Integrity Subjugation Guarantees that transactions
occur based on a defined process,
removing freedom of choice and
liability in the case of disclosure

Nonrepudiation Prevents the interacting entities
from denying their role in an
interaction
Continuity Preserves interactivity in the case
of failure
Availability Alarm Informs that an interaction is

happening or has happened
Indemnification Includes a contract between the
asset owner and the interacting
entity. It may also involve
warnings as a precursor of legal
action and public legislative

protection
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Machine Learning Based Techniques for Coutner Measure
XGBoost is an ensemble learning method, which means it
combines the predictions from multiple models (decision trees) to
make a final prediction.

Vi=X(xi)nk=1, fke F Eq(l)

. is the predicted value of ith instance xi while . is the
prediction of the kth tree. :is the feature vector of the ith instance.
where” is the prediction and s the target.

(6)=Zl(yi y)ni=1+Z(fk)Kk=1 Eq(2)
X,y
Tree 1 Tree 2 Tree n

X L - by

\ T /

!

Result
Figure 7. XGBoost Architecture [43]
Naive Bayes is the fast machine learning model which is based on
Bayes' theorem. Which predicts the probability of a query
belonging to a certain class like malicious or normal, by looking at
the various features of data. It works well when features are
independent of each other.

(1)= 52 Eq (3)
P (C|X): The probability of which query belongs to the class C
malicious.

P (X|C): This is the likelihood the data of X is given to class C.
P (C): This prior probability of the class C is a common class.
P (X): This is the total probability of the data X.
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This model is used for baseline because it works fast and is easy to
implement. It works well with simple and structured data. A
decision tree is a model that splits data based on maximum
information gain. Pruning techniques were applied to reduce the
overfitting.
Gini(t)=1- _, 2 Eq (4)

t. This is a specific node in the decision tree.
k. The classes of malicious queries in the SQL injection detection.

. The proportion of the elements belonging to class / in the node
T.

We optimized the support vector machine (SVM) with a
Radial Basis function kernel for non-linear classification.
Hyperparameters C regularization parameter and vy kernel
coefficient were fine-tuned using the grid search strategy to
achieve the optimal performance. The SVM decision function:

()= + Eq (5)

W is the weight of the vector. X represents the feature of a
vector as an input sample. b is the bias term. An ensemble model
combining 1,000 decision trees with each tree trained on the
bootstrapped samples. The feature important analysis was
conducted to optimize the feature selection. A deep neural
network with hidden layers, each containing 256 neurons. The
dropout and batch normalization were used to prevent overfitting
and accelerate convergence.

()= G C ) Eq (6)
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Table 6: loMT security Model Comparison [44]

Year  Network model Methods Security Pros (+) Cons ()
models
2023 Internzt of Things Blockehain- Data privacy + The proposed system uses — The scalability of the
Smart Healthcare based a blockchain-based system may be limited due lo
Financial System solution zero-knowledge proof the inherent charactenstics of
mechanism, which preserves blockehain technology
the privacy of the users while
shaning information betwean
devices
2023 Healthcare Data Privacy- + Reduces the — The lack of real-world
Internet of aggregation preserving communication and implementation
Things network computational cost compared
to conventional methods
2023 Internet of lightweight Privacy- + The security and — Reliability issues, limited
Things-based cryptographic preseTving performance analysis of the accessibility, and high-cost
smart healthcare primitives proposad authentication communication
technique assesses its
effectiveness over existing
well-known schemes
2043 Smart healthcare Federated Privacy- + FRESH effectively tesists — The proposed system is
systems Leaming preseTving Source Inference Attacks vulnerable to adversarial
(SIAs) by using certificales machine kaming attacks
ring signature defense
2022 Remote patient Elliptic Cune Privacy + The proposed RPM system — Reliability issues, limited
monitoning using Cryptography- preserving provides secure RFID based accessibility, and high cost
IoT network based authentication, end-to-end communication
solution secur® comamunications, and
privacy protection
2022 loT-basad Homemorphic Privacy- + The proposed EPFADA — The scheme involves the
healthcare Encryption preserving scheme mduces enetey use of complex encryption
consumption by eliminating and decryption methods
redundant data through data
agprepgation
Discussion

The experimental phase evaluated three main areas: Ensured
encrypted medical data could not be intercepted or decoded by
unauthorized entities. Evaluated Al algorithms based on the
detection of known and unknown threats, generating benchmarks
for loMT systems is presented in Table 5:

Table 5: Benchmarks for loMT systems [45]

Experiment Metric Outcome

AES-256 Encryption Encryption Latency 3.5 ms (average)
(ms)

Blockchain Time to Authenticate 10 ms

Authentication (ms)

Al Model Threat Detection Rate 92% (Average)

Detection
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Figure 8: IOMT Architectures with Security Issues [46]

The outcomes of the selection process are first presented in
their entirety, followed by individual reports of each research
question's findings amount of sensors in our system, and big data
problem solving will be put into practice. Patients' medical records
will be stored on a private blockchain. This work addresses the
issue of IoMT security by presenting a real-time security model
with an authenticated encoded encryption technique. The two
main concerns facing the IoMT are real-time security and privacy.
To encrypt a patient system using a rotational key, we first
introduced a run-length encoding technique in this research used
a rotating key to decrypt the data and a run-length decoding
approach in the physician system. The patient's digital signature
guarantees the accuracy of his medical record. Future research will
amount of sensors in our system, big data problem solving will be
put into practice. Patients’ medical records will be stored on a
private blockchain. The research paper on the role of IoMT ensures
the safety and security of such systems. The development of new
procedures, rules, and standards to guarantee the security of this
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new generation of medical technologies requires strong
cooperation between the academic community, industry, and
standard organizations due to growing research efforts in the
security and privacy of IoMT devices. The paper discusses the
methods that give the system session-key agreement,
forward/backward  secrecy,  authentication,  authorization,
confidentiality, integrity, and key-escrow resilience. By ensuring
that these conditions are met, the system can withstand attacks
such as physical security tokens, impersonation, manipulation, side
channel, sniffer, MITM, relay, brute force, concurrent sessions, clock
synchronization, and replay. The following issues could arise,
nevertheless, because the methods in this section rely on pre-
shared keys or starting arguments. The paper also emphasizes the
IOMT devices' network connectivity makes controlling and
monitoring them easier, but it also often creates weaknesses in the
network and the devices. IOMT devices may be subject to the same
security risks and vulnerabilities as other IOT systems and devices.
Because IOMT devices manage extremely private health data and
some of them have life-sustaining actuation capabilities, security
breaches on linked health equipment could directly and potentially
kill users.

Conclusion

As the Internet of Medical Things (IloMT) gains ground, the
integration with Circular Economy (CE) becomes popular. New
business models and services are modeled, materializing, among
others, remote sensing, assistance of elder people, and
bioinformatics with crowdsourcing and Big Data. In conclusion,
numerous software programs and medical gadgets are used to
produce vast volumes of data and enhance the quality of medical
services. Future related research will focus heavily on how to
effectively protect data security and privacy at every stage of data
flow. This study addresses the security and privacy concerns from
five technological perspectives and outlines the obstacles to
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further research, beginning with the security and privacy
requirements of MIOT. Although MIOT has received a lot of
attention, more fruitful research is required since the associated
standards and technical specifications particularly those about the
unique application requirements of health care are constantly
evolving.
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