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Abstract
The dark web, part of the deep web, can be accessed only through
specialized computer software and used for illegal activities such as
cybercrime, drug trafficking, and exploitation. Technological
advancements like Tor, bitcoin, and cryptocurrencies allow
criminals to carry out these activities anonymously. Identity theft
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and data breaches are becoming considerable issues with the rapid
growth in the technological world such as the dark web
marketplace. This study explores some high-profile data breaches
like Equifax and Anthem. Also included the financial impact of
stolen data or data breaches on individuals as well as organizations.
Furthermore, this article demonstrated the role of the dark web in
selling stolen data. The stolen data could be a person’s personal
information such as name, email address, credit card details and
social security number. Different data circulation approaches are
discussed in this article like dark web marketplaces and forums.
Cryptocurrency is being used for the transactions for such selling,
because of its anonymity feature which a typical currency can not
provide. This research also demonstrated the role of cyber security
and laws such as GDRP and CCPA.

Keywords: Dark Web, Identity Theft, Stolen Data, Data Circulation
on Dark Web, Data Breaches, Cyber Security

Introduction

In this modern world of the internet identity theft has become a
big concern for individuals as well as organizations at both small
and large scales. Identity theft is the illegal and intentional access
and utilization of someone else’s personal information it could be
anything including bank account passwords, credit card numbers,
or social media passwords. In 2017, a report from the U.S.
Department of Justice declared that 7% or 17.6 million of the
American population from 16 years old to onward were victims of
identity theft [1, 2]. Identity theft can occur in many different forms
such as financial fraud and illegal transactions, and medical theft
which involves using stolen data to get access to medical facilities.
OIT Online Identity Theft lies in the list of fastest-growing crimes
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these days. A survey stated that in 2012 identity theft caused
$2183 financial loss, later another study showed that it increased to
$16 billion loss [3, 4]. One of the leading causes of identity theft is
the mismanagement of confidential personal data. To avoid
identity theft prevent personally identifiable information (PIl) for
example make sure not to share OTP SMS with anybody you do
not trust. In the business sector as well, identity theft holds some
severe consequences. Breaches of information about clients or
employees may lead to legal complications such as losing client
trust, and considerable financial penalties. Only a single breach can
damage the reputation of an organization, as the impacted entities
demand responsibility and assurances regarding data protection in
the future [4, 5].

In [6] introduces how data breaches act as a primary
facilitator of identity theft, operating as the gateway by which
confidential data is accessible to hackers. When an unauthorized
person or a group of people gain access to the personal
information saved in a digital system via phishing attacks, malware
attacks, or exploiting software vulnerabilities, is known as a data
breach. For instance, Anthem, one of the high-profile health
insurers in the United States faced a data breach in 2015 in which
approximately 80 million individuals’ personal information leaked.
Prominent breaches at some other organizations such as the Sony
Playstation Network data breach and Equifax have brought
attention to the depth and the severity of these disasters,
compromising millions of data in a single event. Even a single
breach may possess far-reaching consequences due to the
interconnection nature of digital ecosystems. Stolen data often
contains personally identifiable information (PIl) like name, address,
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and date of birth, which is frequently connected with financial
information to enable illegal measures [7, 8].

In certain cases, attackers target some specific industries
where data is considered more valuable such as healthcare and
finance due to its potential for exploitation. Data breaches not only
limited to financial loss it also involve psychological trauma for
individuals, according to more than 7% of individuals are being
facing identity theft. Healthcare centers are at the top of the list for
attackers to target because data is highly valuable at such locations.
In the healthcare sector, from 2005 to 2019, 249.09 million
individuals experienced data breaches. Furthermore, in 2018 from
65 countries, 536 data breaches were reported. Organizations
confront customer trust issues and increased oversight by
regulators, while victims often experience years of complications in
restoring their stolen data. These outcomes demonstrate the
frequent requirement of a robust cyber-security framework to
avoid data breaches and preserve confidential data [9, 10]. The
dark web is a hub of all illegal activities including cybercrime and
drug trafficking. The dark web also emerged as a primary
marketplace where stolen data circulates. It increases the impact of
identity theft and data breaches. It operates as a secret part of the
Internet and is accessible only via particular software like Tor,
which promises the anonymity of the users. In 2021, approximately
300,000 individuals used dark web resources per day. This
anonymity makes the site an attractive spot for criminal or
malicious acts, such as illegal assets, and stolen personal
information. The dark web is an online marketplace for anything
including weapons, hire services for murder, narcotics, drugs, credit
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card data, and indecent pornography but it is not limited to such
factors [11, 12].

In 2020, more than 22 million records were sold on the dark
web transactions for buying and selling purposes are facilitated
through Cryptocurrencies such as Bitcoin on the dark web, because
they offer an extra layer of anonymity that ordinary means of
payment cannot offer [13, 14]. The wuse of encrypted
communication channels on the dark web means that nobody on
the network knows the identity of any end-to-end communication
channel, further complicating locating and stop illegal acts.
Consequently, in the prevention of data circulation on the dark
web, cyber-security experts and law enforcement keep facing
substantial difficulties [15, 16].

This paper aims to examine how stolen data circulates on the
dark web while emphasizing the connection between data
breaches, identity theft, and the marketplace dynamics of the dark
web. Moreover, it examines the progression of stolen data from
initial breach to exploitation and distribution, focusing on involved
economic structures, technologies, and the participants. This paper
further addresses the implications for cyber-security, ethics, and
legal frameworks, demonstrates gaps in current research, and
recommends strategies to tackle these difficulties. It hopes to offer
concrete steps for ordinary individuals, organizations, and
researchers to protect their data and combat identity theft more
effectively [17, 18].

Literature Review

Over the last decade, data breaches has become one of the
ongoing threats in this modern world, which is the primary
facilitator of identity theft. Data breaches assist cybercriminals to
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commit fraud and exploit victims. Usually data breach is divided
into two main categories internal data breach and external data
breach: internal data breach include system vulnerabilities, poor
infrastructure, and unauthorized access to the database, on the
other hand, external data breach include theft, hacking, and
malware or ransomware [19, 20].

Data Breaches as Catalysts for Identity Theft

From 2005 to 2009, the main cause of data breaches was stolen or
discarded devices including laptops, smartphones, CDs, and hard
drives. Some of the most common data breaches which caused
identity theft, their statistics and types are discussed below [21, 22].
Data Breach and its Financial Lost

The healthcare industry is highly affected by data breaches and
cyber crimes. Data breaches in the health sector include
unauthorized access or revealing sensitive health information
which is typically stored in electronic health records (EHRs) or other
digital systems [23]. For instance, the Anthem’s data breach
timeline is, from December 2014 to January 2015, which caused the
revealing of 78.8 million current and previous customers’ data
including their names, date of birth, and social security numbers
[24, 25].

Highest percentages and the risks by which the healthcare
industry is affected are 72% via Malicious network traffic, 56 %
through phishing, 48% by vulnerable OS, man-in-middle attacks
16% and 8% by malware (Reddy et al.,, 2023). In 2019, 2013 data
breaches were reported from 86 countries [26]. According to IBM
report, in 2019, $3.92 million was the average cost of a data breach,
whereas $6.45 million was the cost of a data breach in the
healthcare industry. In the first half quarter of 2008, approximately
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86 million data breach cases were noticed, later in 2019, Kroll
report stated that in last 12 month, 33% of Indian organizations
had fraud data breaches where as the global figure is 29% [27, 28].
Equifax announced the largest financial identity breach of US
consumers in which over 145 million records were stolen, which
was caused by Equifax's Automated Consumer Interview System
(ACIS) [29]. 2019 was the year of Marriott hotel data breach in
which over 327 million individual records of passport and credit
card information were stolen confronted a data breach that
exposed emails, names, slated and hashed passwords of almost
137 million users [30, 31].

Types of Data Breaches

Data breaches are of different types but the impacts of its is almost
same in every case Some types of data breaches shown in Figure 1
are discussed bellow:

L7

~ Phishing
= s
Malicious
Malware Types of Data NEIdons

Breaches

BE— e

DDOS Ransomware

Figure 1: Data Breach’s Types [32]
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Phishing Attack

Phishing is a technique by which an attacker can have important
information of an internet user. Attacker gain the data by spoofing
which is a fraudulent email asking user to login to a fake website.
Some of the most common examples of phishing attack includes
Twitter Bitcoin Scam. According to APWG report a considerable
increase happened in average phishing attacks per month which
was 5753%, due to which stolen data rate goes over half a billion,
and data includes personal records. further mentioned that within
the time duration of October 2013 to February 2016, cases of
business email scam due to which financial loss was $2,3 billion
were reported to FBl. And this huge loss was only because of
business email scam, not any other phishing technique was
involved [33, 34].
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Mediums

. L . . .
Instant Social
W Email eFax = e Smishing St

; . S
Technical 5 £ £ :.E EE
: ] a ££
Approaches = s 5 %E
: 1 5 3
T @ 2 e
o g ) =

Figure 2: Phishing Attack Techniques [35]

Malware Attack
Malware are often referred to malicious software, which is a
significant threat to critical infrastructure. Main focus of such attack
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is to damage to the target's systems or the network which provide
services. Viruses, ransomware, and spyware are the most common
types of malware attack [36, 37]. Ransomware has been identified
to create extensive attack paths that have multiple variations. It has
damaged a huge number of businesses such as
telecommunications, transportation, banking systems, healthcare,
and public law enforcement etc. Malware attack's detection is
difficult in some case, for example, zero-day malware and malware
hidden in an encrypted file [38].

Legal Frameworks their Limitations and Ethical Concerns

Legal responses such as GDPR and CCPA have been instrumental
in setting global standards for data protection and privacy.
However, inconsistencies in enforcement have limited their
effectiveness. For instance, GDPR compliance varies significantly
across industries and geographic regions, with larger corporations
better equipped to meet its stringent requirements compared to
SMEs [39].

Furthermore, legal frameworks often lag behind
technological advancements, creating regulatory gaps. According
[40] the slow pace of legislative updates allows attackers to exploit
new vulnerabilities before appropriate regulations are enacted. This
problem is exacerbated by the lack of international cooperation in
enforcing cybersecurity laws [41].

The use of surveillance and data monitoring technologies
raises significant ethical questions argue that while these
technologies are critical for threat detection, they often infringe
upon individual privacy rights. Who examine the potential misuse
of surveillance tools for purposes beyond cybersecurity, such as
social control and political suppression [42, 43].
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Emerging technologies like facial recognition and biometric
authentication also present ethical challenges. According to [44-46]
these technologies can be prone to biases that disproportionately
affect certain demographic groups, leading to discrimination and
further complicating their deployment in cybersecurity systems.
[47-50].

Emerging Trends and Future Directions

Recent advancements in blockchain technology and decentralized
systems offer promising solutions to some of the challenges in
cybersecurity [51]. highlight the potential of blockchain to enhance
data integrity and reduce the risk of breaches. However, attackers
are already finding ways to exploit vulnerabilities in blockchain
systems [52].

Another emerging trend is the focus on cybersecurity
education and awareness. human error remains a leading cause of
breaches, underscoring the need for more effective training
programs. This is echoed by Kumar and Sharma (2022), who
emphasize the importance of cultivating a cybersecurity culture
within organizations [53].

Conclusion

Identity theft, a result of data breach by which data is accessed
illegally and sold on the dark web. Data breach can cause severe
financial and reputational damage to the individuals as well as
organizations. Some high profile data breaches are the good
examples of millions dollars financial loss due to data breach
including Anthem and Sony. In a data breach a person’s sensitive
information could be stolen and later on can be used in illegal
activities. It can also be sold on the dark web. The anonymity of Tor
browser and Cryptocurrency facilitate the buyers and sellers to
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exchange data securely on the dark web. Value and the pricing of
the stolen data is based on the correctness and freshness of data.
Data exchange techniques involve darkweb marketplaces and
forums, and encrypted communication channels making it difficult
for authorities to trace illegal activities.

Whereas the laws such as GDPR and CCPA intend to secure
sensitive information of users, but the enforcement of such
regulations varies according to area. Additionally, criminals change
their techniques much faster than an improve in security system
which leads to an ongoing game of catch-up. More difficulties
occur due to the ethical considerations of more powerful
surveillance and data monitoring.

An extensive approach is required to tackle identity theft
efficiently. Such approach could involve the installation of
advanced cyber security technologies, improving the
implementation of existing data protection laws, and promoting
international collaboration to trace and destroy cyber-crime
networks. Educational initiatives and public awareness programs
can assist individuals as well as organizations to combat identity
theft by adopting enhanced data security methods.
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