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Abstract
Internet of things rapid growth is causing security and privacy concerns.
Internet of medical things are devices designed for remote monitoring
for the patients with chronic diseases. The security of the patient data at
the collection, transmission and storage is critical for data integrity and
privacy. The access to the patient data is limited only to users with high
privileges i.e. for doctor and patient. On the other hand encrypted data is
decrypted with shared keys by authorize user only. The technique is well
suited for the access of data to only authentic users. The smart device
connectivity with other devices is frequent that is sometimes raise
questions related to security of these devices. The authentication of the
devices is an important concern which is proposed this article. The
authentication technique is robust as compared to other proposed
technique due to having secure authentication at each step of devices to
connect with main smart device. The Lightweight neural network method
introduced for the network intrusion detection which is designed for IoT
devices having low computing capability and low storage space. LNN
model is excellent for classifying the smart devices traffic for normal and
attack scenarios. In industrial IoTs trust management is the key factor to
allow or deny the specific device to enter into the smart network. The
trust between two nodes is calculated based on the device previous
history with other devices. The approach is efficient for trust
management based access to the devices. Fog assisted IoTs based on
trust management and security component shows that their lightweight
efficiency is higher as compared to other models for the security of
resource constrained devices. For Industrial IoTs advanced encryption is
best scenario where number of the devices frequently join and leave the
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network. The security measures at each level of the smart device is
critical to security of data and privacy protection. The access based on
human stored biodata or biometrics is secured enough for access to
smart devices. The doubled encryption-decryption approach providing
strong security measures for smart device generated data and users
privacy. The Quick Response or QR code enabled technique providing
critical information for device security enabled techniques increase
buyer’s trust, which is important for deployment of security enabled
smart devices around the world.
Keywords: Internet of things security, data protection, privacy, data
encryption, network intrusion detection, fog-assisted IoTs, Trust
management.
Introduction
The internet of things are devices connected to the internet and also to
each other includes smart home, smart lamps and smart cars etc.
Increasing number of IoTs, welcoming security, privacy and data leakage
issues. The manufacturers, cloud providers and researchers are working
to mitigate these security issues in IoTs. As IoTs devices generate
massive amount of data, the user’s data protection an important concern
to be resolved [1]. The unconscious use of IoTs devices, not changing
default password, and lack of device updates lead towards the security of
devices. These security problems enhance the data breach chances and
make it easy for hackers to get control over the devices. Sometimes
devices collect user data and share with third party without consent of
user [2].

In IoTs security, authentication and authorization are important
techniques to be followed. Authentication refers to who the user is and
authorization refers to what permissions are given to IoTs user. Data
encryption refers to encryption of plain text to cipher which is
unreadable without the decryption keys. Secure Communication is
another technique that ensures data transmitted between IoTs and other
systems is secure from tampering. [3]. In terms of privacy, IoTs collect
user personal data which also includes the sensitive data as well like
financial statements. This data is shared with third parties without
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knowledge of the user. The user should have control over the devices to
limit the data collection to ensure privacy of the user data [4].

Due to high demand of Smart devices, the manufacturers only
focus on bulk production of the device and compromising on the
security of the devices. Later on, these devices are hacked by hackers are
user data is leaked [5]. Each Device has different architecture and due to
this it is not easy to make security applications for each device differently.
This heterogeneity causes security problems as a result [6].

The current era focuses rapid increase in demand instead of taking
security issues seriously in the field of Smart devices. The user focuses on
bring your own devices without knowing the security problems [7].
General Data Protection Regulations are set of rules imposed by
European Union, mainly focus on user data privacy [8].
Trustworthiness in IoTs ecosystem refers to performance of the

devices with respect to security, privacy and data protection of the users
[9]. The heterogeneity of IoTs architecture make it difficult to implement
standard security protocols to overcome security issues. The
standardization is

Figure 1. Internet of Things (IoT) Generic Model with Privacy and
Security Policies.

an important to adopt to tackle security issues of the devices [10].
The figure above demonstrates the generic IoTs system, consist of End
User, Cloud and Devices or Sensors. The device consist of sensors, those
collect data and send to cloud for further processing of the data. The
cloud of this system processes the data according to the needs of the
users and performs accordingly. After the processed data is forwarded to
end user. As it can be seen in the figure, among all these layers there is a
privacy and security protocol ensuring the security of the data passing
through layers IoTs system [2].
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Motivation
IoTs usage is rapidly increasing, creating smart life for the users as well
welcoming many security issues is an hot topic now a days. The analysis
of the security and data protection in this field an interesting experience
to explore this research area and make some contributions in order to
make improved and well organized measurements in order to mitigate
risks in the security, privacy and protection of the date collected and
shared by IoTs devices. Due to rapid adoption and emerging security
concerns this field of research is a great experience to explore and work
to make advancements in this field [4].
Research Contributions
The paper's contributions include:
 Its main impact is to recognize the IoTs security concerns arising
due to flaws and vulnerabilities in device on network layers, application
layer and edge layer.
 It’s provides the security measures those should be implemented
to avoid the misuse of the IoTs devices, the information generated by
these devices.

The article is organized in the context that first covers overall
introduction section giving overall overview of IoTs devices. In the next
section, this paper shows an overview figure regarding security, privacy
and data protection. Next section provides motivation behind this
research. The last section includes research contributions in this field.
Literature Review
Ali Ghubaish et al. [11] explained that Internet of Medical things (IoMT)
can be secured at three level of security i.e. securing data collection,
securing data in transit and securing data in storage. Further the
hierarchal access technique is used to patient data access to doctor and
medical staff based on high and low privileged. In Securing data
collection, the patient data is secured which is collected by sensors. Two-
way factor authentication technique is used to protect patient data as
one of the two factor is compromised the other provide security. The
security protocols such as constrained application protocols (CoAP) are
implemented for the data in transit. CoAP is specifically designed for the
secure communication between the sensor and the gateways in the IoMT.
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Security of data storage in cloud is essential. The cloud layer can be used
to detect the suspicious activity through the logs of the connected
devices. If there is any suspicious device trying the damage the patient
data, can be detected. This way security of data storage is assured at the
cloud layer of the IoMT.

Mourade Azrour et al. [12] discussed the enhanced authentication
protocol for IoT which consists of adding new sensor node phase, user
registration phase, login and authentication phase and password
changing phase. In adding new sensor phase to existing sensor, the
gateway generates random and particular Identity of Sensor as identifier
and Secret shared between the gateway and the sensor. Before the
deployment of the new sensor node, the information is stored into
database for the future usage. The user registration phase consist of R1,
R2 and R3 which are random numbers. In R1, user choose his identity
combining user ID and any random number r1, password combination of
user id, user password and random number r2 and then it is sent to
gateway. In R2, the gateway computes V which is the combination of
gateway private key, random number r3 and user password. Gateway
stores V and sent back to the user. In R3, user stores V in the smart card.
In login authentication phase there are five steps, in auth1 user entered
information is sent to gateway with string a, and timestamp T1, the
gateway in auth2 verifies the information and if it is valid it creates string
b and timestamp T2 and sent to the sensor. The sensor in auth3, checks
the received information and if it is valid it generates string c and
timestamp T3 and sent back to the gateway. In auth4, gateway checks
timestamp and valid information and then generates string d and
timestamp T4 and sent to the user in auth5, the user checks timestamp
and if valid session is started. In password change phase, sensor
authenticate the user information, gateway generated information and
allows user to change the password. By implementing the technique,
enhanced authentication is achieved for the security of IoTs.

It was elaborated by Ruijie Zhao et al. [13] the detection based on
Lightweight neural network. To keeping in view the low computing
capability of IoTs, lightweight neural network model has low complexity
and size. Through Principal Component Analysis the dimensionality
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reduction reduced to overcome the complexity of the model. The
datasets used are UNSW-NB15 dataset and Bot IoT dataset. In UNSW-
NB15, 175341 records are used for training and 82332 records for testing.
In Bot IoT dataset, training dataset have 363562 records and testing
dataset 243043 records. In the data processing, label numerization and
one hat encoding is used for converting text into binary form to make
dataset lightweight. The lightweight Neural Network (LNN) model has
low model complexity and consume less computational power due to
dimensionality reduction and have high accuracy as compared to other
machine learning techniques. The model helps in network intrusion
detection for the security of IoTs.

It was discussed by Ikram et al. [14] the lightweight trust
management for the security of the Industrial Internet of things. The
lightweight trust management work on four parameters i.e. compatibility,
cooperatives, delivery ratio and recommendation. When a trustee
requests for the services from the trustor, the compatibility of the trustee
i.e. the trust that node builds and stay with other nodes without any
dispute is checked. On the other hand trustee cooperativeness refers to
the cooperation of the trustee node with other nodes in the network.
The delivery ratio of the trustee evaluates the delivery of the sent and
received content between two interconnecting devices. The
recommendation parameter of the trustee refers to the trust based
release of the services based on the neighboring nodes interaction with
the trustee node. When the trustee enter the network its identification is
checked first, and then parameters compatibility, cooperativeness,
delivery ratio and recommendation (C2DR) is checked. The threshold
values lies between 0 to 10, 0 to 5 for no trust and 5 to 10 for trust. If
trustee gains the threshold value >5 it is allowed to be connected to
resources and if fails it is denied. If the new node is connected it’s ID,
parameters and threshold is checked and trust certificate is generated
and saved into the database to allow or deny the trustee in the future. In
this way lightweight trust management approach is used allocating the
resources or connecting the devices to IoTs only based of the trust factor.
It was discussed in [15] that proposed Fog IoT framework works on the
security of the IoTs and trust management. The system model contains
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three layers i.e. IoT layer, cloud layer and node layer. In threat model
cloud entities are divided as honest, IoTs and fog nodes as semi honest
and malicious nodes as dishonest to establish the security of IoTs.
Besides checking the malicious nodes, the trust factor is also checked
computed by the node Quality of the Service and communication of the
node with other nodes. In this way if after checking the trust level of the
node, access to the node is given based on the control management
which manages what privileged the node has. In this way security of the
IoTs is assured.

It was elaborated by Martin Serror et al. [16] that encryption of the
data is more important for the secure communication between the smart
devices and cloud. The lightweight encryption and authentication is
required to reduce the time in the process of encryption. In this regard, it
was suggested that encryption of the data must be done first in order to
reduce the time and making the communication faster. Before
communication to cloud for the data storage or data access, the
advanced encryption method helped in reducing the communication
time as well as secure communication.

Dr. Sahar A. El_Rahman et al. [17] explained IoT security, privacy
and data protection can be achieved by implementing security measures
such as encryption, firewall at design level of IoTs device. There are three
layers in IoTs i.e. perception layers, network layers and application layer.
The security measures at each layer helps a lot to secure smart device at
maximum level. At Perception layers the security threat are different and
needs the implementations of the security measures to tackle these
problems. The hackers attack this layer directly and launch DDOS attacks
and making services unavailable for the users. The next layers is the
communication layers which is responsible for the communication. At
this level there should be authorization to limited to device to connect to
the network to avoid heterogeneity of the different devices as it requires
more resources to overcome security issues with different types of
devices due to different architecture. The Application layers is the most
important layer where the access to the device permitted only to
authorized users others there are possibilities of the privacy and data
leakage at this level.
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It was discussed in [18] that biometrics are used in IoT infrastructure for
the authentication purposes. The authorized users are verified by IoTs
devices based on their bio data such face, voice, handwritten signature
and fingerprints. The person bio data is store already in order to give
access to the user in the future. According the researcher, this method of
biometrics more secure as the bio data pattern of the person is
biologically different. The smart device after the verification of the
person by checking bio data such as fingerprints, handwritten signature
gives access to the user. In this way the unauthorized user involvement
or access to the devices become very difficult to gain access to the smart
devices and misusing the smart devices for the security aspects like
leakage of the data, or getting unauthorized control over the smart
device or tampering privacy of the users.

It was discussed in [19] that when IoT device like sensors collect
data, the plain text is encrypted with the user private key and converted
to first cipher text. At the next level it is again encrypted with DES or
Data encryption standard algorithm and converted to the second cipher
text. The IoT data generally comes in cloud where it is stored, processed
and different algorithms are applied. When the second cipher text data
come in cloud it decrypted by the DES algorithm. This data is now
converted to first cipher text which was encrypted with the user private
key. At the end when the data is finally comes at the destination it is
decrypted with the user private key and converted to plain text or the
data. The proposed approach ensures the data confidentiality, availability,
authentication and authorization of the data.

It was elaborated by Dr. Hosein F. Badran et al. [20] that the people
are more concerned about their privacy and protection of their personal
data. As the IoTs devices security issues leads towards data leakage the
people trust on the devices which are certified by different Government
testing laboratories. The Approved Certification label on the devices
make people to trust on the brand before purchasing the device. The
different countries around the world like Australia, Canada, UK etc. has
started implementing the rules to approve the IoT devices security test
before launching into the market. The security certificate label on the
devices with QR code help the user to know about the strong security
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measures implemented in the devices before getting smart devices.
Discussion and Evaluation
In Internet of Medical Things proposed approach by Ali Ghubaish et al.
[11] provide security at three level i.e. at data collection, data in transit
and data storage. The technique proposed for the securing data at the
collection level is Two authentication approach which enables the
security of the data in two first by encryption and then by biometrics.
The advantages of the approach are it provides confidentiality, integrity
and authentication and authorization for the usage of the IoT device. In
Two way authentication if second factor is lost or hacked will result into
data leakage and damaging security of IoTs. Securing data in transit
approach has constrained application protocol for the secure
transmission of data between the sensor and the gateway ensuring the
secure transmission of data. If this protocol is compromised the data
leakage happens. The data storage at the cloud level faces DoS attacks
which makes the system unavailable for the users. The technique
provides security of IoMT data at higher extent.

The proposed technique in [12] is robust enough to giving high
security to access the IoT device by authenticated users only. From new
sensor addition to password changing phase it is secure at higher extent
preventing the password guessing attack, denial of service attack and
insider attack. The Scyther Tool performance analysis shows that it has
13T computational cost which is less than other proposed techniques for
the same scenario. The disadvantage is if user lost the information stored
smart card resulting losing access to device.

Due to the resource constrained nature of IoTs devices [13],
lightweight intrusion detection has advantage of working with these
device as it has low complexity and size. The lightweight model neural
network model size 54.86% and 61.69% less in size in Bot IoT and
UNSW-NB15 dataset respectively. On the other hand the intrusion
detection accuracy of LNN Model is 98.94% which 10% higher as
compared to other models for the intrusion detection. The limitation of
model is its data dependency.
The lightweight trust management approach [14] based on trust level
threshold >5 giving access to node to connect or release the resources
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for the requesting node. In this approach experimental results shows that
where 800 nodes are connected to it, the delivery ratio remains stable
i.e >0.5 out 1, showing the delivery ratio of trustee node is satisfied. On
the other hand. The latency of trustee node becomes lower with time.
The degree of trust for the trustee node remains >5 for the specific time
to judge the device or the trust agent that node is trustworthy or not. If
threshold value drops in specific time period i.e. <5, the node is rejected
to access the device or claim the resource. Failure in detection of false
node with fake trust level value resulting in access to malicious device.

The trust management in fog assisted IoTs [15] is remarkably
ensured through the trust management component which provides
access to connect with those device having the higher or specified trust
value. This technique allows devices already having required trust level
(>5) to directly connect to IoT. The trust management trained on 73 360
900 rows of dataset having 47 features, 80% data is used for training and
20% for the testing purpose which gives 98% accuracy for this data set.
The disadvantage of this approach is that it totally depends upon the
data for the training, if there is any discrepancy in dataset, the result will
be false and hence the access will be given to lower trust value or
infected device to connect with IoT device.

In Industrial Internet of things [16] multiple devices join and leave
the network in the short time. The authentication of these devices for
connected to the network is time taking as number of device is large and
generate large amount of data as well. The proposed approach helps in
encryption of data prior offloading it cloud and decrypted only the
retrieved data at a time. This saves the computational cost by 30%. The
disadvantage of this approach is that it does not work well where the
data confidentiality is first priority.

The security of IoTs devices [17] at each layer i.e. perception,
communication and cloud layer at the manufacturing level helps in
mitigating the attacks on these devices. On the other hand the
perception or sensor security helps in preventing DDOS attacks by
hackers. The security of the communication layers mitigate the risk of
unsecure data transmission between the sensor and the cloud layer. The
cloud layer security enables the secure data storage. The failure to
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achieve the security implementation, result into the data leakage and
security and privacy of IoTs.

Due to different biological structure [18] of each person, the
proposed approach has an advantage by storing the bio data such as
face, voice, handwritten signature and fingerprints to give access to the
users for the specific smart device. The disadvantage of this approach is
that change in the bio data for the same person, does not allow him to
connect to the smart devices. The process is again started for the
verification of the person for the access which is time taking.

The encryption of data at two level [19] first when generated by
device and then before storing into the cloud helps in achieving the
security of the data. Then decryption process repeats the double
decryption of the data to convert it to the plain text for user. The
drawback of this approach is if the user private key is exposed the data
decryption will be done plain text for user. The drawback of this
approach is if the user private key is exposed the data decryption will be
done by the hacker and data leakage will happen and thus damaging the
security of IoTs data.

The proposed approach for QR code [20] for the consumer to
know the implemented security approaches for smart device result into
the selling of the device with strong security protocols. The advantage of
the security label is that it contains the certifying authority sign, product
and live QR code for scanning to read the product security measures.
The limitation in this regard is the approach is not widely adopted and
the manufacturing companies focus only on smart device production.
Conclusion and Future Work
Due to high demand of smart devices to make lifestyle convenient, the
security of these devices has become extremely important. The main
objective is to build a model for the IoTs security, privacy and data
protection. In this article, an overview of smart devices security
requirements at each level of architecture and security techniques were
discussed. The other robust security techniques like hierarchical access,
encryption of data, enhanced authentication, lightweight neural network
for network intrusion detection, lightweight trust management, trust
management with security component implementation, advanced
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encryption, security implementation at device manufacturing stage,
access based on biometrics, double encryption-decryption and QR code
were discussed for the different scenarios for the security, privacy and
data protection generated by smart devices. The each discussed
technique was excellent for the security of the smart device based on the
results compared by other techniques. The resource constrained nature
(computing, power, storage) of IoT devices is the main difficulty in
implementing the highly efficient security model for the security of these
devices. The resource constrained nature of IoTs device needs to be
addressed in the next study in future in order to deployment of the
robust secure model. The future work also includes the implementation
and deployment of these techniques in real world experiments in IoT
devices for analyzing the performance in different scenarios with an
objective to install cost-effective and highly efficient secure systems.
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