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 Abstract 

In Industry 4.0 deep learning plays vital role as Deep Learning for cybersecurity is 
applied in healthcare, the software industry and IoTs. Developing deep learning 
models is difficult, as both the world and the data are always changing. This 
article proposed an approach based on Deep Learning using an intrusion detection 
system. It also scrutinizes operations such as supervised operations and 
unsupervised ones. It introduces a new method for dealing with threats and 
achieves an accuracy rate of 71.73% in the l73 faulty packets. The article tries to 
find IoT systems, applications, data and services in the organization that might be 
vulnerable to cyber attacks due to their persistent connections. Software piracy and 
increased malware attacks are currently putting IoT security at risk. Once the 
information has been gathered, DL-IDS decides whether to send data to the fog 
layer. It demonstrates better results than other DL-IDS systems that were 
evaluated using the RT-IoT2022 dataset. The Intrusion Detection System with 
IPS-DL was found to be 71.73 percent accurate. When practicing intrusion 
prevention, the system’s accuracy was 70.63%, recall was at 96.30% and it 
achieved an F1-score of 92%. It can stop 85% of attacks and holds just 0.23% of 
the data lost from the sensors, with only 0.11 joules of power needed, as it keeps 
throughput high at 0.99% and its delivery ratio is ideal at 0.99%. 
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INTRODUCTION
Networks are now a big part of our daily lives, but 
they also face many security problems, like cyber 
attacks and violations. To protect networks, collecting 
data from them is very important. It helps with 
monitoring, checking performance, managing traffic, 
and stopping attacks. However, current data 

collection methods are not always flexible or suitable 
for all types of networks, and there is little research 
that compares how well these methods work [1, 2]. 
Different network data collection methods and 
systems, compare their performance, and explain 
their main features. We also point out some 
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problems that still exist and suggest ideas for future 
research to improve data collection in network 
security [3]. The term Internet of Things (IoTs) 
describes physical devices that are fitted with sensors 
or activators and are either connected through wires 
or wirelessly. It causes people to use technology 
differently in their daily lives. Smart cities, homes and 
health sectors are important areas for IoTs. Still, 
problems relating to security and privacy arise as 
more people start using smart devices and IoT [4]. 
Security challenges like node spoofing, unauthorized 
access and cyber attacks like DoS, eavesdropping and 
intrusion have become extremely significant. With 
time, methods based on ML and DL have improved 
and have helped address security problems in IoT 
devices. Industry 4.0, or the Fourth Industrial 
Revolution, is mainly concerned with applying 
automation and intelligent technologies in various 
fields [5, 6]. Networks have changed our daily lives in 

a big way and have become a part of everything we 
do. Every day, we use many network services and apps 
that create a large amount of data. While most of this 
data isn’t useful to us, some of it contains important 
or sensitive information that needs to be collected, 
protected, and properly managed. However, while we 
enjoy the benefits of networks, we also face many 
smart and harmful cyber attacks [7, 8]. These attacks 
can be of many types, such as Denial of Service 
(DoS), Distributed Denial of Service (DDoS), viruses, 
wormholes, or password stealing. To detect and 
prevent these attacks, we need to collect network data 
to find out where the network is weak. By knowing 
these weak points, network administrators can fix 
problems, prevent future attacks, and improve the 
overall safety and strength of the network [9]. Figure 
1 represents the Generalized Packet Transmission 
Framework in Networks. 
 

 

 
Figure 1: Generalized Packet Transmission Framework in Networks [10] 

 
Collecting network data helps in spotting attacks and 
also supports network management. With real-time 
monitoring, testing, and controlling based on data, 
administrators can understand how well the network 
is performing, find errors, and make improvements 
[11]. Figure 2 shows the  Standard Neural network 

extract Intrusion Packet image on ML techniques 
[12]. These retransmissions do not raise the 
MAX_RETRANSMIT setting because it generally 
uses the value 4. The representation of examples 
using CON and NON messages can be observed  
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Figure 2:  Standard Neural Network extracts Intrusion Packet image on ML techniques  

 
This section briefly introduces the carriers of network 
data. They are significant for data collection 
mechanisms. Packets, flows, and logs are widely used 
in mainstream data collection mechanisms. Besides, 
some network components, such as the controllers of 
Software Defined Network (SDN) implement and 
assist data collection [13, 14]. The data collection 
mechanisms monitor data flow locally and record 
available information for network quality 
measurement, traffic estimation and attack 
prevention. In what follows, we will briefly introduce 
three basic types of network data collection methods: 
 
2. ML-based Network Faults and Testing 
Mechanisms 
Machine learning (ML) models can effectively predict 
and detect network faults, offering proactive solutions 
for maintaining network stability and 
performance. These models can analyze network data, 
identify patterns indicative of potential failures, and 
even predict future outages, allowing network 
administrators to take preventative actions [15, 16].  
 
2.1 Active packet testing  
Active packet testing is a way to actively collect data 
from a network by sending special test packets along 
with the normal network traffic. These test packets 
help measure the quality of the network. Based on 
how the network responds to these packets, we can 
judge how well the network is working [17, 18]. This 
method is useful because it is easy to control and 
manage. Common tools like “Trace out” and “ping” 
are examples of simple active probing methods that 

do not require cooperation from the target system. 
However, the most commonly used active methods 
rely on special network management protocols, which 
are explained below. 
 
2. 2 Passive Packet Testing  
Most of the time, packet-based approaches rely on 
sniffers and are centrally managed to collect network 
data. Well-known packet capture tools Wire Shark 
and TCP dump are both packet sniffers. Most of the 
time, a packet can only be received by a NIC if the 
media access card (MAC) of the receiver matches the 
address in the packet [19-22]. But, when an NIC is set 
for promiscuous mode, it gathers all the packets that 
arrive, even if the packets aren’t directed at the host. 
Sometimes, these types of data collection methods 
work well and are easy to use for single hosts. The 
author suggested a way to monitor and analyze 
network traffic by placing a packet sniffer in the 
computer’s network card, using that card as a passive 
device [23, 24]. Thus, the attacker is able to 
circumvent LAN rules and capture data from the 
Internet. Using this approach is simple for 
deployment directly on a host computer [25, 26].        
 
2.3 Deep Flow Inspection (DFI) mechanisms 
DFI technology is a different sort of flow monitoring 
method. Flow is identified by looking at how 
someone behaves when in it. One clear behavior of 
flow is the length of packets it sends and this makes a 
significant difference [27, 28]. Usually, a message 
sent over VoIP has a packet length of between 130 
and 220 bytes and stays active for quite some time. 
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So, a DFI mechanism is designed differently than 
traditional flow detection methods. Subsequently, its 
later process studies the data packages’ contents and 
checks whether they match the patterns found in the 
attack features library supplied beforehand. As a 
consequence, appropriate hardware or software 
controls access rules and dumps all unexpected 
packets [29, 30]. 

 
2.4 Deep Packet Inspection (DPI) 
The internet is used to connect smartphones with 
medical professionals by acting as a communication 
proxy. It allows for using both HTTP and CoAP on 
the doctor’s smartphone, improving how the device 
can access server functions [31, 32]. With CoAP 
technology, devices can exchange data efficiently, 
with fewer constant data transfers between the server 
and the client. Both the server and the client work 
together to retrieve information from the medical 
sensors. It works by responding to the system at 
intervals, rather than constantly [33, 34]. Using CoAP 
as the IoT protocol is beneficial because it is 
lightweight and relaxing for all devices [35]. It runs 
efficiently, keeping CPU workload low, consuming 
little memory and making power efficient. The 
research team in [36] constructed and carried out an 
IoT messaging system for use in healthcare settings. It 
functions efficiently with a range of IoT devices by 
providing dedicated communication routes. Because 
the devices spend more time waiting for requests, 
they have less time for other activities [37, 38].  
How information is shared between Smart Grid 
devices depends on the communication protocol, as 
OSGP cannot be used with IoT devices that use 
CoAP. IoT devices generally use CoAP for 
communication, but they do not integrate CoAP into 
their design. CoAP and OSGP Integration ensures 
that data packets are correctly converted from CoAP 
to OSGP, following the descriptions from [39, 40]. 
Each request-response interaction goes through the 
mapping function. First, the GET method is handled 
by the MicroCoAP library and then the mapping 
takes place. When an IoT device gets a data packet 
through CoAP, it uses the OSGP partial read request 
to process it. The program obtains the type of 
request, the message ID and the packet size from the 
CoAP messages received. Their content is checked to 

ensure it is the same as the content delivered by 
OSGP requests [41, 42]. Packet transmittance ratio is 
the total number of packets acquired divided by the 
total number of packets transmitted shows the 
Performance of Packet Delivery Ratio as shown in Eq 
1. 

𝑷𝑫𝑹 =
𝑻𝒐𝒕𝒂𝒍 𝒏𝒐.𝒐𝒇 𝒑𝒂𝒄𝒌𝒆𝒕𝒔 𝒓𝒆𝒄𝒆𝒊𝒗𝒆𝒅 (𝒙𝒊)

𝑻𝒐𝒕𝒂𝒍 𝒏𝒐 𝒐𝒇 𝒑𝒂𝒄𝒌𝒆𝒕𝒔 𝒔𝒆𝒏𝒕 (𝒚𝒊)
  

             Eq (1) 
PDR = Total no. of packets received/total number of 
packets sent. Similar to the point-to-point link 
described in headers, enclose the data that travels 
between shared and public internetworks towards its 
destination point [43, 44]. The goal of encryption 
becomes security as the system operates to duplicate 
private link operations. The captured packets on 
shared or public networks become unreadable until 
the encryption keys are provided for decryption. An 
IOT connection contains private data that has been 
either encoded or secured. A user can establish a 
secure corporate Internet server connection through 
the Internet routing structures using an SDN 
connection from home or any other location [45, 46]. 
The data transmission method between shared and 
public internetworks uses headers to contain data as 
described in [47]. The main purpose of encryption is 
protection because the system duplicates private 
connection functionality. The encryption keys serve 
as the only means to decode captured packets that 
reside on shared or public networks until the keys are 
furnished for decryption [48, 49]. The private 
information of IOT connections remains secure 
through either encoding or security protocols. A user 
can create secure corporate Internet server 
connections through Internet routing structures by 
establishing an SDN link at home or any other 
location [50].  Through the following ML algorithms, 
the Network achieves the ability to process vast 
amounts of data after learning from it to determine 
its course of action. The process requires algorithms 
to learn by processing labeled information, which 
enables them to forecast upcoming data or classify 
incoming data. Machine Learning operates through 
object recognition and speech analysis through 
techniques that include neural networks and decision 
trees [51, 52].  Figure 3 represents the Working 
Framework for ML based Secure IoTs [53] 
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   Eq (2) 

                  Eq (3) 

 
Figure 3:  Working Framework for ML-based Secure IoTs [53] 

 
2.1 Deep Learning and Deep Networks Techniques 
Traditional Q-learning and deep Q-networks (DQN) 
algorithms are capable of achieving state-of-the-art 
Network navigation and manipulation performance 
improvements on a subset of benchmark tasks [54]. 
The Internet of Things (IoT) stands as the prevalent 
notion concerning Internet expansion during the 
third wave. The Medical Internet of Things exists as a 
group of Internet-connected medical equipment that 
helps health processes through procedure execution 
and service delivery [55-58]. With the use of tiny 

wearable devices or implanted sensors. MIOT 
represents a new healthcare technology that collects 
vital patient data while monitoring pathological 
conditions through its system. MIOT applications 
that use wireless body area networks (WBAN) to 
implantable medical devices have proven their ability 
to enhance healthcare for people. IOMT operates as a 
worldwide system that links medical devices into a 
single network available for universal access at any 
point in time [59, 60]. Figure 4 below represents the 
SDN Model used for Secure Network. 
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Figure 4: Generalized SDN Model used for Secure Network [61] 

 
Table 1: Comparative Analysis of Numerous Approaches for IOTs stable performance 
Approach Strengths Limitations Ref 

Machine Learning High accuracy, real-time detection Dataset biases [62, 63] 

Deep Reinforcement Learning Adaptability to evolving threats 
High computational 

demands 
[64,65] 

Explainable AI Improved trust and interpretability 
Complexity in 

implementation 
[66, 67] 

DBAR Mechanism Automated recovery, cost-effectiveness Requires SDN integration [68, 69] 
API Security Framework Minimized false negatives, scalability Dataset quality issues [70] 

Autoencoder Models High accuracy, feature extraction 
Limited real-time 

adaptability 
[71] 

CNN-based Security Framework High accuracy, real-time detection Dataset biases [72] 

ANN-based Security Framework Adaptability to evolving threats 
High computational 

demands 
[73] 

RNN-based Security Framework Automated recovery, cost-effectiveness Requires SDN integration [74] 
LSTM-based Security Framework Minimized false negatives, scalability Dataset quality issues [75] 

DT-based Security Framework Improved trust and interpretability 
Complexity in 

implementation 
[76] 

 
3. Method & Materials 
This research considers how deep learning-based 
security protocols have developed and how effective 
they have become. The research methodology uses 
qualitative methodology through comparative analysis 
and case studies, together with literature reviews as 
research instruments. The research draws its primary 
information from IEEE 802.11 specifications and 
white papers, together with secondary information 
obtained from peer-reviewed journals and industry 
reports and practical field studies. Secure access 
strategies depend on the performance level of  

 
employed authentication systems. The framework 
analyzes known weaknesses that expose systems to 
attacks as well as vulnerability factors within their 
structure.  
 
3.1 Packet-based data Collection  
In the TCP/IP world, packet serves as a vital way to 
transport information. In a packet-exchanging 
network, useful information is split into packets. The 
packets sent from the source node by the source node 
to the host include the source and destination 
addresses. As soon as packets are delivered to the 
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destination, the data is decoded and brought together 
to be useful. Different networking protocols use 
different formats for packing data. The packet 
consists of both a packet header and its payload. The 
header guides a packet through a network and shows 
where the packet is from. In several data collection 
techniques, it is the header that makes it possible to 
identify and filter data packets. In this case, some 
header-based methods divide packets into various 
flows by looking at their IP addresses, ports and 
protocols found in the header. All the information 
being exchanged between parties is called the 
payload, but some data might be encrypted 
 
3.2 Flow-based data collection 
It is also important to use network flow collection for 
network data collection. In flow, certain packets with 
identical characteristics pass through a specific point 
during a particular period. You can carry out network 
flow monitoring at all points on your network. 
Therefore, monitoring and controlling network core 
devices on the network is most helpful, as they have 
access to considerable information about intrusions. 
Consequently, flow collection at network core devices 
is used the most by data collection applications today. 
Flow collection is found at both network edge devices 
and hosts. Unlike core devices, hosts only watch for 
data transferring through them and keep flow records 
accordingly. The inside switches and hosts in edge 
nodes and gateways have their network activity 
observed. Using monitoring and collection, there are 
three layers in the inbound and outbound flow 
structure: data plane, control plane and application 
plane. Network architecture is applied by dividing 
functions into control and forwarding. Negotiated 
networking strategies are enforced by the control 
plane and implemented by the data plane which 
forwards or discards the network traffic correctively. 
OpenFlow is widely recognized as the main protocol 
and API for uniting the control plane and data plane 
in SDN. Flow in an Open Flow architecture acts as a 
way to store flow tables. All the information in a flow 
table determines how packets will be handled. All 
packet-related operations, for example packet 
forwarding, dropping, matching and classification, 
happen directly in the data plane. 
 

3.3 Log based data collection 
These days, log file is a popular data format in 
recording systems for network actions. An event log 
and a message log can make up the log. All user 
steps, status of events and cases of system failure 
during diagnosis are logged in the event log. When 
any service is started, its log file is generated. Because 
people worry about privacy, service providers usually 
encrypt message logs like IRC and IM. Event logs are 
commonly utilized when collecting data. Sources say 
that log data includes operating system logs, Web 
logs and logs from different equipment. There is no 
set way logs are organized into files. Calculating the 
number of log files in each type of class is very 
difficult. Still, logs have certain features that are the 
same across them.  For example, while a routine is 
running, each line of the log writes down the 
information to record, the date, the exact time, the 
operator and the action in appropriate places. Log 
detection is another mechanism applicable for data 
collection. Contrary to other collection mechanisms, 
the log files are mostly stored in persistent storage. 
However, the log files usually occupy a large memory, 
have low information density and apply complex file 
formats. To solve these tricky problems, automatic 
and adaptive solutions are proposed in previous 
work. 

3.4 Machine Learning based Secure Network Fault 
Detection System  
In today’s interconnected world, network security and 
privacy are more crucial than ever. As we rely more 
on digital platforms for both personal and business 
activities, the threats to our online security have 
grown significantly. Rapid technological 
advancements have brought greater convenience, but 
they’ve also introduced new vulnerabilities in how we 
communicate and share data. This helps ensure 
secure and private communication, especially over 
potentially unsafe networks like the public internet. 
However, cyber threats are constantly evolving. 
Sophisticated hacking techniques, data interception, 
and identity theft create significant challenges for 
network security. Additionally, the increasing rise of 
surveillance by governments, data collection by 
corporations, and even censorship complicate the 
ability to maintain personal privacy online. Figure 5 
below shows how Proposed Secure communication 
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and data transfer in IoT is done system using RT-
IoT2022 UCI Machine Learning dataset 

 
 

 
 
 
 

 
Figure 5: Demonstration of Proposed Secure communication and data transfer in IoT system using RT-IoT2022 

UCI Machine Learning dataset 
 
Figure 5 shows the Demonstration of the Proposed 
Deep Learning model for IDS using the RT-IoT2022 
UCI Machine Learning dataset. The research 
problem centers on understanding and addressing 
these growing challenges to network security and 
privacy. Protocols that not only ensure secure 
communication but also protect against emerging 
threats while maintaining privacy in the increasingly 
complex online world. Older devices require 
firmware upgrades. Dictionary attacks cracked some 
systems using SAE during specific deployments. 
WPA3-secured networks enabled safe IoT device 
protection without sacrificing high-speed data speeds. 
The development sequence from WEP to WPA3 
represents the ongoing transformation of security 
technology throughout history. WPA started to 
resolve WEP's encryption weaknesses, though it 
maintained support for obsolete cryptographic 
methods.  
               𝑓(𝑥) = 𝑤𝑇 𝑎 + 𝑏   
   Eq (4) 
The proposed classifier contains i to represent 
random units of b-layer units and y to represent the 
total b-layer units, as shown below in Eq (5) (6) and 7.

   
 

   Eq (5) 

  
                     Eq (6) 

 
         Eq (7) 

Even after AES encryption was added to WPA2, the 
system faced new early flaws that had to be resolved. 
WPA3 was built to defend wireless networks from the 
cyber threats of the present age that will affect the 
forthcoming years. While every protocol has made 
wireless networks more secure, each state has also 
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highlighted weaknesses in the wireless link. The old 
defense system cannot hold back the swift cyber 
attacks being experienced at present. WPA3 is 
designed to offer better security for wireless networks 
used by interconnected systems in the future. 
Wireless security needs continual updates since it is 
always changing. WPA3 brings a great improvement, 
though, since technology is always developing and 
criminals keep inventing new tactics, managing 
wireless security will always be a challenge. There was 
a qualitative approach taken in this research, with the 
main focus being on explaining Routing protocols by 
using many different ML tools. The aim is to discover 
how different Network protocols are designed, stay 
secure and function. With the help of these 
resources, this approach strives to design a complete 
method for modern network functionality. 

  
    Eq (8) 
As shown below in Eq. (9) attacks cracked some 
systems using SAE during specific deployments. 
WPA3-secured networks enabled safe IoT device 
protection without sacrificing high-speed data speeds.  

 
Eq (9) 

The development sequence from WEP to WPA3 is 
represented in Eq (10) and Eq (11) and Eq (12)    as 
the ongoing transformation of security technology 
throughout history. WPA started to resolve WEP's 
encryption weaknesses, though it maintained support 
for obsolete cryptographic methods.  

 
Eq (10) 

The introduction of AES encryption into WPA2 
created the modern standard but it still had to 
overcome new preliminary vulnerabilities discovered 

in its system. The future wireless network security 
solution WPA3 was designed to protect the networks 
of the forthcoming years against current real-world 
cyber threats.  

 
Eq (11) 

 

 Eq (12) 

 Eq (13) 
 
4. Results and Classification of Performance 
Through our studies, we find that some areas in 
network data collection require immediate further 
attention. First, managers aim to cut down data 
collection by skipping accurate and effective data 
collection. Now that big data is here, the first focus 
has become how much data is available. In the 
majority of existing systems, the collectors are those 
responsible for gathering network data. Not every 
needed data can be processed or analyzed using all 
the tools. Since devices in IoT (such as sensors) have 
limited capability, we should try to use only the 
important data needed to reduce the use of resources 
and memory space at the device side. Some of the 
schemes we looked at included traffic forecasting and 
gathering data. The tables below demonstrate the 
analysis of network faults processed using the RT-
IoT2022 files, for several nodes. Furthermore, many 
literature offerings still lack a technique for collecting 
data that is highly reliable, precise and flexible. 
Hence, further studies will need to deal with how 
much data is needed to properly model a process. 
Table 2 represents the Analysis of Network Faults 
using RT-IoT2022 Dataset Multiple Nodes while  
Table 3 shows the Analysis DOS Attack based on 
RT-IoT2022 as shown in below section.  
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Table 2: Analysis of Network Faults using RT-IoT2022 Dataset Multiple Nodes  
Data Set Faulty  Node 1 Faulty  

Node 2 
Faulty  
Node 3 

Packet 
Loss N4 

Packet 
Loss N5 

Packet 
Loss N6 

Packet 
Loss N6 

Packet 
Loss N7 

Packet 
Loss N8 

Packet 
Loss N8 

R
T

-Io
T

20
22

 

0.011 62.19 3211 56.71 62.19 181,33 211,01 200,25 196,23 202,21 
0.041 57.34 3244 59.89 57.34 211,01 196,23 181,33 196,23 214.11 
0.121 57.78 3364 54.32 57.78 211,01 196,23 211,01 156,13 217.92 
0.034 62.19 3057 52.34 57.34 211,01 181,33 300,12 196,23 60.21 
0.025 62.19 3158 54.32 57.78 196,23 181,33 196,23 217.11 213.68 
0.011 62.19 3211 56.71 62.19 196,23 211,01 156,13 220,3 202,21 
0.041 211,01 200,25 196,23 911.34 211,01 200,25 196,23 911.34 211,01 
0.121 196,23 181,33 196,23 217.11 196,23 181,33 196,23 217.11 196,23 
0.034 196,23 211,01 156,13 220,3 196,23 211,01 156,13 220,3 196,23 
0.025 181,33 300,12 196,23 216.71 181,33 300,12 196,23 216.71 181,33 
156,13 196,23 181,33 196,23 156,13 211,01 200,25 196,23 519.89 211,01 
196,23 181,33 300,12 156,13 196,23 211,01 200,25 196,23 911.34 211,01 

 
Table 3: Analysis based on DOS Attack Using RT-IoT2022  

                               
Attack 

Method CNN LSTM SVM 
 

DT RF Proposed DL-IDS 

D
O

S 
A

tt
ac

k 

Accuracy 0.3985 0.243 0.144 0.5431 0.1785 0.1785 
R² Score 0.3785 0.2785 0.1785 0.3985 0.4321 0.4321 

Loss 0.3321 0.2321 0.4321 0.2644 0.1785 0.1785 
F-1 Score 0.4785 0.2785 0.485 0.1785 0.4785 0.2785 
Specificity 0.6985 0.343 0.51 0.4321 0.6985 0.343 
Sensitivity 0.7531 0.255 0.631 0.7531 0.7531 0.255 
Delay (ms) 2.340 1.101 1.221 2.341 1.123 0.2112 

Detection % 55.2 68.56 50.13 55.2 68.56 70.63 
 
5. Conclusion and Recommendations  
Here, you will learn how to use deep learning 
technology to identify malware. Technology is making 
everything more efficient and easier to use. Since they 
use a lot of energy, it is difficult for these models to 
be widely applied. Researchers believe that as deep 
learning improves, its use in malware detection will 
lead to better results than relying on conventional 
methods. As we seek solutions for tough cyber 
threats, we need to watch for trends in malware 
detection. Addressing the mentioned problems with 
malicious code will ensure cyber defense systems are 
more reliable and practical. Using the RT-IoT2022 
system, the Proposed System works better than Deep 
Learning and Machine Learning systems. The 
detection accuracy of the method is 96.42%. On our 
proposed IPS that uses DL, our model’s anomaly 
detection can be measured with 70.63% precision, 
96.30% recall and a F1-score of 92%. The system can  

 
detect 85% of threats by using 0.11 m joules, sending 
0.1 packets each second, with 0.21 ms of delay, 
featuring an efficiency of 0.23% and achieving a 
throughput of 0.99% at maximum speed. After 
making the adjustments, the F1 score went up by 4%, 
the latency fell to 10 ms, energy was reduced to 0.02 
W and probability improved by 0.66%. As a result of 
these models, developers can develop fast-acting 
intrusion detection systems for IoT networks. 
5.1 Future research directions: 
Based on what we have outlined above, we suggest a 
number of future research directions that should 
receive extra attention. First, data collection 
approaches are a valuable area for feature 
investigators to explore. The new mechanisms ought 
to work well at collecting data in a wide and mixed 
network of devices. Up to now, most small-scale 
enterprise architectures and prototypes from 
researchers have been tested in actual networks. It 
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remains difficult for today’s network operators to 
securely control and manage different parts of the 
network. 
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