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The Tor network is a fundamental element of the dark web that provides users
with secure and shadowy access to data and communication. Originally tor
was developed for privacy and protection purposes but later it turned into a
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platform where both legal and illegal activities are done. The study looks into
the architectural components of Tor, onion routing, encryption layer, and
node structure that facilitate obscurity. Moreover, it explores both the
positive and negative sides of the network, examining how its architecture
works and supports illegal activities. Law enforcement investigates the
activities, highlighting the challenges in balancing the benefits of the network
against the need to tackle security risks. By reviewing recent research,
technical advancement, and structural study, this paper presents a deep
understanding of the Tor network in enhancing privacy, security, and
unidentified communication. Also highlighting the related risks, challenges,
and ethical considerations
Keywords: Tor network, Dark web, onion routing, privacy protection, law
enforcement, ethical considerations
Introduction
The Tor network stands for The Onion router, this network is Resilient identity-
concealing that is built for online privacy and security. Firstly it is developed by
the U.S Naval Research Laboratory in the 1990's for securing military
communication and activities. With time, or becomes an open-source network.
It allows users to use the internet without revealing their identities and
locations [1, 3]. This feature makes the tor an essential browser for business
holders to secure privacy. The access to Tor Onion services consists of multiple
phases. The initial step revolves around finding onion addresses, which is
challenging due to their complex and unidentified nature once the onion
address is acquired, the next step is to establish a tor circuit with onion
services at the node within the tor network. However, these onion services
may experience internet interruption due to which the last node hosting the
onion routing fails [4, 7]. Once the network is established to a specific node
user gets access to several services. These services include web services like
HTTP and HTTPS, email servers, and instant messaging application features
with unidentified networks, as well as SSH servers that give secure and private
networks for communication. The network considers nodes related to crypto
currency activities [8, 11].
Understanding how onion services work on the Tor network and where the
criminals find these onion addresses enables us to monitor their illegal
activities. Without proper knowledge of the Tor browser, it is dangerous and
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somehow difficult to access onion services. There are a lot of hackers available
to look at who's connection is weak so they can hack their secure network.
With time, tor routing become a backbone of the dark web for illegal activities
because of its anonymity [12, 15]. This paper, a detailed discussion of Tor's
architecture, multilayered encryption and various nodes within the network,
societal implications and challenges, black-market transactions, difficulty of
policing illegal activities on the dark web while respecting legal activities [16].
Overview of the Dark Web and Tor's Role
Understanding the Dark Web
The Internet is divided into 3 main layers: the surface web, the deep web, and
the dark web. Surface consists of only 4% of the whole internet that we
normally use in our daily life, including websites, and search engines like
Google and Bing. The deep web consists of only 90% of the whole internet
and includes content that is not accessible by search engines including private
databases, military networks, academic journals, etc. The dark web consists of
only 6% of the whole internet that is no longer secret from the world, it
contains data that need some special permissions to access them [17, 21].

The dark web is a subset of the deep web that is hidden and can be
accessed through specific unidentified networks like Tor (the onion routing)
[22]. The dark web is specially designed for complete undetectable identity.
The dark web uses complex encrypted protocols and doesn't use standard
URLs, it uses ".onion" addresses that build only developed for Tor.

Figure 1. Overview of the Internet Layers [22]
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This special encryption makes it difficult for outsiders to crack the network.
Daily, a wide range of activities is done on the dark web, including legal
forums and resources for prohibited marketplaces where illegal services and
goods like drugs, murders, etc are exchanged. All of these markets use the
browser to hide their identity and can openly do dealing and illegal
transactions while the surface web is open, clean transparent for everyone,
and easily trackable. It depends on us for what purpose we use the dark web:
for privacy protection or illegal activities [23, 25].
The Purpose and Evolution of Tor
The basic purpose for developing the Tor network is for secure and private
communication for government and military use. In the early 2000's tor was
launched as an independent platform, due to its privacy protection feature tor
gained popularity [26]. Tor's significance has increased in the past twenty
years. Tor users are increasing day by day who depend on the untrackable
identity of the users. Tor has focused on increasing its network security also
updating their functionality to meet the exact requirements of those people
who need anonymity. Later tor became a criminal base hub to operate their
illegal activities on the dark web and no one can track them [27].
Architecture of the Tor Network
Decentralization relies on millions of volunteer-run servers, called nodes and
they act as a bridge, helping to maintain an unidentifiable and secure
connection [28]. Tor is designed with considering these keys

 Deployability: it should be easy to implement for real-world use.
 Simple Design: security and protocol settings should be simple and
user-friendly
 Usability: difficult system features like anonymity, likely few users who
compromise their identity. Thus usability is important for maintaining
security.
 Flexibility: The protocol must be adaptable and well-defined.
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Figure 2. Architecture of the Tor Network [29]
Onion Routing and Multi-Layered Encryption
The basic technology used for Tor's anonymity is onion routing. This method
includes encapsulating data in many layers of encryption, each presenting a
layer of an onion. When data or information is passed through the Tor
network, the passes through a series of volunteer-operated nodes, called
onion routers. Every node decrypts only one layer of encryption, revealing its
next location in the path, and ensuring that user identity and that specific data
are hidden [30].
Onion routing is one of the best methods for protecting anonymity because it
divides data into many stages, on every stage data is encrypted and decrypted
sequentially as it passes through the network. This approach prevents
everybody from accessing any information from the data passage. This way
onion routing protects users' data and identity. According to the Tor project
research, this layered method can prevent any surveillance and interception
but some loopholes exist like at end nodes from where data exits and re-
enters the open internet. Every node in the network knows its predecessor
and successor. Network security is enhanced by limiting the number of data
packets available on any single node [31, 35].
Node Structure and Roles
The Tor network is made up of main three types of nodes, each node type has
its specific role play in maintaining the anonymity of the network [36].
Entry Nodes: The entry node is also known as the guard node, the first node
connects the user's device to the Tor network. This node has the user's IP
address but doesn't know the final location of the data. Every node works as a
first node and encrypts at every node. This is the first layer of anonymity for
users.
Relay Nodes: Once the data is passed through the entry node, it enters into
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the relay node, which acts as an intermediate point in the Tor network. It
doesn't have the first and the last node information of the data, they only
know the information of the preceding and next nodes in the node chain of
the network. Relay nodes increase user privacy or anonymity by re-encrypting
the data sent to the next node and the network is decentralized and difficult
to trace [37].
Exit Nodes: The exit node is the last in the node chain network and it is
responsible for passing the data from the network to its final location on the
open internet. Exit nodes have data in unencrypted form but it isn't the first
node or main source of the data. Still, it maintains the anonymity of the user.
This point is the weakest part of the tor network.

Figure 3. Onion Routing Process [38]
Traffic Flow, Latency, and Bandwidth Challenges
A Tor network is a multi-layered encrypted network due to which data needs
to pass through many nodes to reach its final destination, this architecture
results in latency and bandwidth limitations. At every node, data is re-
encrypted which naturally slows down the data transfer time. According to
studies average latency on a tor network is higher than a normal web
browsing, due to this some users use surface web for regular internet activities
[39].
Bandwidth limitation is also a big challenge for onion routing networks. Nodes
are operated by volunteers, and the overall capacity of the network may be
constrained by the bandwidth of these volunteer-operated nodes. This may
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slow down the connection during high traffic. To handle these problems the
project has launched many performance-enhancing techniques which include
load balancing and minimum path selection. These measures have reduced
the latency and bandwidth issues [40].
Content and Activities on the Dark Web via Tor
Legitimate Uses of Tor
The Tor network supports privacy, security, and freedom of expression.
Especially, in those regions where restrictions are applied by their governance
and 24-hour surveillance. Here, surveillance means "keeping an eye on
someone" and censorship means "controlling what people can see or say". Its
core mission is to give people a secure way to connect and communicate [41].
Activism and Free Speech: when governments stop us from free speech.
Then people use Tor to share information safely and will share protests
organize and also coordinate with each other. Tor provides a secure
environment for people who identify with injustice
Journalism and Whistleblowing: For Journalism and Whistleblowing Tor is
an important tool that is very helpful to share securely communicate and
sensitive information. Journalism especially, research on corruption and
sensitive topics. It protects their identity and saves receive their sensitive data.
Whistleblowing platforms like SecureDrop facilitate document sharing and are
hosted on the Tor Network to protect user identities [42].
Censorship Resistance: When censorship internet spreads anywhere at that
time Tor can work as a gateway. Most of the users can use websites, and social
media platforms and reach new sources to access blocked websites by using
Tor.

Studies show that Tor internet usage increased during political and
users seek wrong and unfiltered information. In the end, Tor censorship
promotes freedom of information by resisting censorship [43]. Users utilize
Tor Internet societal value to promote open access to information and protect
individual from surveillances. Especially, in those environments where
fundamental freedom is very less.
Illicit Activities Enabled by Tor
Tor is a valuable tool for privacy and freedom. However, some individuals and
groups use it for illegal activities. Dark-Web which is accessible through Tor,
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built a marketplace of illegal goods and services. A secure to transfer the
transactions without revealing their identities [44].
Dark Web Marketplaces: the dark web marketplace is very popular and
famous for illegal things like drugs, guns, etc. These places can work freely.
Systems that make it very hard for police to track them. Many or most of the
markets have been shut down but new dealers come on tor for illegal
activities.
Cybercrime and Hacking Services: The dark web has sites where buying and
selling tools are available for crime. It is a huge cybercrime economy market,
where stolen credit cards, personal data, hacking tracks, etc are sold [45].
Human Trafficking and Illegal Services: The dark web also hosts illegal
services like human trafficking. While most of the websites are scams, provide
other services. Law enforcement has taken strong action against these criminal
activities, but the tracking method remains a challenge to breaking down Tor's
network..

Figure 4. User Demographics on the Tor Network [46]
Crypto-currency and Anonymous Financial Transactions
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Cryptocurrencies like Bitcoins [47] are also very widely used on the dark web.
These digital currencies are nontrackable that's why criminals use them for
their illegal business transitions.
Legitimate Financial Transactions: Some people use crypto-currencies on
the dark web for good reasons too. They help online journalists, protect
privacy, and donate to some free speech causes. These transactions are
private and secure on the Tor network.
Facilitating Illicit Transactions: The main and wide use of crypto-currency on
the dark web is for illegal activities. Bit-cons are the most widely used but
Monero is used to buy drugs, weapons, and stolen and personal data
information.
The crypto-currencies and Tor have made transactions easier, helping both
illegal and legal markets.
One of the famous markets place for drugs: Silk
Road

Figure 5. Legitimate uses of TOR [48]
Privacy and Security Implications of Tor
Benefits of Privacy and Anonymity
Tor privacy features are vital in today's digital era, where online tracking is
effortless and common. Tor also provides important and informative benefits
for society:
Freedom of Expression and Privacy Protection: Tor protects freedom of
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privacy especially, in those countries where surveillance is rigorous. It allows
people to raise their voices for their rights without fear of arrest. Freedom of
speech is everyone's right. Tor provides a safe way of communicating with
each other and getting information without revealing your identity.
Protection Against Tracking and Surveillance: Tor protects your online
tracking and finding by governments. On the other hand, Websites and the
Internet collect your personal data for targeted ads and some hackers hack
your data for blackmailing purposes. Tor network hides your personal
information and IP address.
Empowering Vulnerable Populations: Tor protects vulnerable groups, such
as activities and personal communication with each other, by providing a safe
online space. Tor helps you access information, and communication without
any fear of hacking and protected from surveillance [49].
Security Challenges and Vulnerabilities
The network has vulnerabilities that can compromise user's privacy. So
regular updates and caution are very crucial for users.
Exit Node Risks: Tor exit nodes can monitor the data that passes through the
devices and capture unencrypted data like login and passwords.[2] Exit nodes
are the last and important steps before data leaves Tor's network. Tor
recommends to use HTTPs to prevent yourself from this risk. [21]
Traffic Analysis Attacks: This method involves analysis of data flow patterns
to reduce information about the origin, destination, and actual content of that
information. Research has shown that advanced traffic analysis can reveal Tor
users under specific conditions. These types of attacks are done by
professional hackers who have access to my nodes in the network.
Vulnerabilities in User Behavior: By using Tor you do not completely hide. If
you log into personal accounts or share personal information, you can easily
track and show your own identity. To stay safe ensure all these vulnerabilities
when you are on Tor and must follow guidelines.
Law Enforcement Approaches and Countermeasures
Detection and Monitoring Techniques
Law enforcement applies many methods to detect and monitor users to see
their identity but is very difficult to track anonymous identities and to shut
down their illegal activities from the dark web [16].

 Traffic analysis: it involves related data that is entering and exiting the



222

tor network, trying to identify their source.
 Deep packet inspection: DPI is a technique that identifies patterns
between the exit node and the source in the tor traffic but cannot decrypt
the data. It may block access to tor with strict internet controls.
 Honeypots: these are nodes that are operated by law enforcement,
usually an exit node, to monitor the unencrypted data of criminals.
 Exploring vulnerabilities: deploying malware or operational
weaknesses in tor services like exit nodes

Ethical Considerations and the Future of Tor
Privacy vs. Security: Ethical Dilemmas
The Tor Network demonstrates the complicated balance between public
security and the human right to privacy. On one side Tor serves as an
important for the journalists and activists to express their thoughts freely and
safely by hiding their identity and by being anonymous. On the other side,
there is a vital role of Tor features in promoting and facilitating criminal acts
and creating hindrances for the government and cybercrime to track the
person and handle these kinds of activities. So, because of these concerns,
there is a question mark regarding privacy rights and security.
Privacy as a Fundamental Right
The basic and most fundamental right of human is to control and manage
their personal information and communication [8][9]. Especially in this society
that is always under the supervision and data collection. The Tor network
proclaims this right by providing a platform that protects every user from
incursive tracking either from the government or from corporations, especially
in nations where there is no independence of speech. For many, Tor is
requisite for freedom of speech that would be restricted otherwise. Security,
protection, and privacy rights provided by the Tor are vital for sustaining
democratic independence, individuals' autonomy, and human rights.
Security and the Social Responsibility to Prevent Harm
There are lots of challenges for law enforcement agencies to monitor all the
illegal activities occurring on the dark web including drug dealings, and
human smuggling that take place via networks like Tor. If it is untreated and
consistently neglected then it will lead to widespread harm to the public
safety. Supporters of supervision assert that access to these anonymous
networks led citizens to criminal activities. In this view, limiting the complete
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anonymity on platforms like Tor is necessary to track, investigate, and
ultimately demoralize illegal activities to maintain order and social security.
Ethical Dilemmas of Surveillance
While considering the supervision there is an ethical difference between
privacy and security. Advocates of privacy contend that surveillance not only
invades individual rights but can also create an environment of fear and self-
censorship. In this view, people will remain within their limit of expression and
behaviour online because they know they are being monitored even if they
are involved in any kind of illegal activity or not. This creates a threatening and
alarming effect that weakens free speech and the social fabric of democratic
societies will be damaged. So, there is a challenge lies in achieving a balance
where privacy rights will be respected without compromising security.
Technological Limitations and Abuse Potential
Ethical concerns rise as the Tor browser tries to regulate through surveillance
technologies or "backdoors". Any step or measure that weakens Tor's
encryption leads to risk to the security of all users, including the ones using it
for authentic purposes i.e. law enforcement agencies, and higher officials of
the defense system of any nation or country. There is also a risk of its usage in
such a way that these surveillance technologies may be misused by the
government's authoritarian or any private entity that will cause harm to the
population. Law enforcement wants more ways to track threats and privacy
supporters want strong protections to avoid misuse of the Tor browser.
Ultimately, to balance safety and privacy for the protection of people and
keep everyone safe both sides need to work together because both privacy
and security are vital for a functional democratic society.
The Future of Tor and Anonymous Networks
The role of the Tor network is expected to grow as surveillance technologies
and online tracking continue to advance. Tor's future will depend on new
privacy technologies that are evolving day by day by changing in the social
opinions and how people view the balance between the privacy and security.
Emerging Privacy Technologies
These are the following features and technologies that will play a vital role in
the advancement of the Tor browser: Advancement in the encryption method
and the technologies that are used for the protection by enabling Tor to offer
technologies that provide even stronger protections.
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For example: There are both challenges and opportunities for Quantum
computation, otherwise, it has the potential to create challenges by breaking
the current encryption method. It also led to the development of new stronger
architecture having stronger encryption that protects against these risks. The
newly emerging protocols like "zero-knowledge" prove that they will allow for
verification without figuring out user information, thereby strengthening
privacy on Tor and other anonymous networks. These technologies play a vital
role in pushing Tor to evolve in such order by keeping the advancements in
digital security and more specifically comparison to the alternatives like i2p.
Increased Surveillance and Regulation
As cybercrime becomes more advanced and evolves day by day so there is a
need for the government must take strict action the regulate unidentified
networks that are working online and involved in many criminal activities. It
would be the better step to make internet safer by implementing restrictions
on the Tor browser and many other service providers that report many
suspicious activities.

In developed and developing countries where security is the primary
concern, they already increasing their oversight of online traffic. If there were
proper regulations for Tor then there would be a great impact on the
networks structure and architecture and the ability to maintain it anonymity.
Wider Adoption and Decentralization
With time, the awareness and importance of data privacy have increased, as
there are many tools in the market to protect their information. With the trend
towards anonymity, people started accepting these networks and also used by
the public. Technologies like blockchain and distributed networks play
important roles in updating the Tor network. More people adopt these
privacy-protected networks and more digital freedom. However, this user
anonymity may create new problems for governance.
The Role of AI and Machine Learning
Integration of artificial intelligence and machine learning technologies is
expected a significant impact on the improvement of the Tor network. It may
help the Tor network to reduce its limitations and remove its loopholes [10].
On the other hand, these technologies will also be used by governance to
monitor the network, which means it introduces a new privacy threat for users.
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This problem is mainly focused on the future development or updating of the
Tor network.
Conclusion
In the world where many are watching the Tor network plays an important
role in keeping our online activities private and protecting our communication
from tracking. In this paper, the complete architecture of the Tor Network has
been examined especially the principles of onion routing and multiple-layer
encryption to protect the user identity. By using volunteer-operated systems
or servers Tor helps people to access the information without showing who
they are and from where they are accessing to protect their identity. Especially,
in the modern era where everything is being monitored and everyone is
continuously under the digital surveillance and data collection of everything
we do online.

Many valid and authentic uses of Tor are highlighted in this analysis
including free expression even in a restricting environment, freedom of speech
for the journalists, and helping activists to express themselves. On the other
hand, Tor's anonymous features have led to illegal activities on the dark web,
such as dealings of illegal goods, illegal weapons, black-market transactions,
and cybercrime that cause substantial challenges for law enforcement. All the
ethical issues regarding the usage of Tor are primarily discussed in this paper,
focusing on the clash between people's right to privacy and the need for
security. There is a challenge arising from the argument about privacy vs
security for finding the equality that respects both individual rights and the
safety of the broader public.

The new technologies that are strictly involved in protecting privacy,
increasing surveillance efforts, and a global demand for stronger data
protection will affect the future of Tor's Network. Many modern and advanced
technologies like Quantum encryption and Zero Knowledge proofs can make
Tor stronger at keeping users anonymous by regulating it towards new
operational models that might lead to changes in How Tor operates.
Eventually, the Tor network will play an important role in conversations about
privacy, digital rights, and the bond of surveillance, working as both the key
protector of digital freedom and the point for ethical discussion.
In conclusion, the role of Tor in the internet is more important now than ever.
It characterizes all the challenges we face today in the era of technologies
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technically called the "Digital Age" where there must be a balance between
privacy rights and security needs, where this technology can help people but
can also create challenges for rules and regulations. Technology can be a
savior to sort this out but it has become an expensive nightmare for the
norms, law enforcement, and legalized systems. The Future of Tor and
Anonymous Networks: The answer will have a huge effect on our privacy,
security, and freedom over the internet. Do understand the dual-sided nature
of the Tor network as both the promise and peril of private communication,
but its short- and long-term evolution will be one part of our online privacy
future.
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