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 Abstract 

Big Data is a hot area of research and a buzzword in the research community and 
industry. The term Big Data refers to the huge volume of data, having properties of high 
production of even more data (velocity) with different forms of structured and 
unstructured data (Variety). Big data also has big problems associated with it; one of 
these problems is the issue related to security and privacy. In this paper, a security-centric 
architecture is proposed for big data. The proposed architecture protects data at the 
application layer using a granular access control mechanism and secures the data under 
management at the storage layer using a data aggregation method. The proposed 
architecture has a layered approach. This architecture provides a base for the community 
of big data security. The paper also explains different layers of architecture, especially 
those related to data security and privacy issues. 
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INTRODUCTION 
Big data is a buzzword in the research community and 
industry [1]. The term big data refers to a huge volume of 
data generated in the digital universe from governments, 
information companies, and individuals. Big Data is not 
just a database or Hadoop system problem, but it has 
complex components of storage, processing, and 
visualization to deliver results to the required target 
applications. Although Hadoop and database systems 
constitute the core components and technologies for the 
processing of large-scale data and its analysis [2-4], Big 
data, however, is involved in almost all fields of life. 
Human beings contribute to big data in all its roles. The 
contribution of users to big data in the form of content 
generation raises some new problems of security and 

privacy. Big data has some issues that need to be 
addressed. For example, the huge volume of data, velocity 
of data or speed of data production, different types or 
variety of data (structured, Unstructured, Semi-
Structured data) [5]. These properties of big data create 
new issues related to big data security and privacy [6-8]. 
The traditional process for big data collection and 
analytics is shown in Figure 1. In the traditional life cycle 
of big data, the focus of the organizations and users is the 
process of analytics and extracting more and more 
information only from the data, which can lead to 
security and privacy breaches. In our work, the focus is 
on the storage of big data in such a way that the privacy 
of the data and the user remain preserved. 
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Fig. 1. Life Cycle model for Big Data 

 
In this paper, an architecture for big data security is 
proposed. The focus of this work is to protect data at 
different layers during its life cycle, for example, to 
protect data at the application layer, storage layer, etc. 
The overall architecture is explained with a focus on 
data security and privacy related to each layer. A 
granular access control is proposed for securing data at 
the application layer. The privacy of the data is 
maintained under management at the storage layer 
using data aggregation.  
The rest of the paper is organized as Section II discusses 
the related work. Security-centric big data architecture is 
presented in Section III. Finally, the paper is concluded 
with future work in Section IV. 
 
II. RELATED WORK 
In the literature, most of the work related to big data has 
been done on dealing with the huge amount of data, but 
security and privacy have not been explored that much. 
Big data security and privacy issues are still open 
challenges and have already started grabbing the 
attention of the research community [9]. To start with, 
the background of big data, some definitions from big 
data experts and consulting companies are presented 
first. The IDC (International Data Corporation) defines 
Big Data as:” A new generation of technologies and 
architectures designed to economically extract value 
from very large volumes of a wide variety of data by 
enabling high velocity capture, discovery, and/or 
analysis”. The Cloud Security Alliance (CSA) 
highlighted ten issues in big data security [10].  

The CSA established a Big Data Working Group 
(BDWG) in 2012, which is working on big data security 
and privacy issues [11]. The NIST Big Data Public 
Working Group is working on the reference model of 
big data. The CSA (Cloud Security Alliance) Big Data 
Working Group (BDWG) [11] and NIST Big Data 
Public Working Group  [12] are working on the big data 
security issues and big data reference architecture, 
respectively. The works of both groups are in early stages, 
and a paper has been published on the big data 
architecture ecosystem [13]. The Center for Big Data 
(called The Science and Technology Center for Big Data) 
was established in the Laboratory of Computer Science 
and Artificial Intelligence at the Massachusetts Institute 
of Technology. The group published its initial 
Execution Plan in March 2013 [14]. 
Demchenko et al [1] define Big Data using 5Vs: Volume, 
Variety, Velocity, Value, and Veracity. While dealing 
with Big Data, it is very important to address the 5Vs. 
The term Veracity in this research work is used to 
discuss security issues related to big data. Similarly, a 
simple definition by Jason Bloomberg [15]: Big Data: a 
massive volume of both structured and unstructured 
data that is so large that it’s difficult to process using 
traditional database and software techniques. Gartner 
defines Big Data as follows, with three parts [16] Big data 
is high-volume, high-velocity, and high-variety 
information assets that demand cost-effective, 
innovative forms of information processing for 
enhanced insight and decision making. 
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The term big data was used for the first time by Michael 
et al. [17] in their paper published in the proceedings of 
the Conference on Visualization in 1997. Before this, 
Gray et al. [18] used the term Information Explosion to 
represent the huge volume of data. Currently, the term 
big data is used very commonly. 
 
III. SECURITY-CENTRIC BIG DATA 
ARCHITECTURE 
Although a little work has been done on big data 
security architecture, it is still a demanding area of 
research [13]. All the previous big data architectures 
have focused on the storage of data, and security is not 
the main concern. The proposed architecture focuses on 
the security of data and has a layered approach to secure 
the data. The layered approach is used because of the 
variable nature of security needs during storage, transfer, 
and use. A layer for validating both the source and data 
is provided, which ensures data validity, thus supporting 
the integrity of the managerial-level decision-making. 
After the validation process, the data is aggregated to 
anonymize the data and thus protect user privacy. The 
subject-oriented nature of the data has been exploited to 
allow easy implementation of granular access control 
mechanisms during the ETL (Extraction, 
Transformation, and Loading). The term Subject-
Oriented means storing similar types of data having the 
same security label. For example, The Patient data is 
stored in a subject Patient, and only doctor-type users 
will have access to the Patient's subject data.  
Similarly, all data are stored with a Subject as a security 
label. It is also easy to check the authorization of the 
query that accesses cross-subject data. Only those users 
are allowed to cross query different Subjects' data who 
have clearance to access all those subjects' data. The 
consumer of data passes through authentication, and 
then a granular access control is enforced before data 
access. It makes it easy to keep the grain level of access 
as the subject. The sensitive and Personally Identifiable 
Information are encrypted before storage. Data will also 
be encrypted while transferring through the network in 
a distributed environment. Strong and granular access 
control security is implemented at the application layer. 
Metadata is stored along with the data across all layers 
for granular audit. Access to data is ensured to be 
available to all authorized users. The following are the 
components/layers of the proposed security architecture 
(Shown in Figure 2). 

Application Layer 
The application layer is the data consumers' layer. The 
user's security is implemented using this layer through 
an authentication mechanism. A granular access control 
is implemented in this layer. The application layer also 
has some other responsibilities to present data to the 
user for better and easier understanding and analysis. 
 
Storage layer 
In this section, the storage layer is discussed concerning 
Security and Privacy. Storage is one of the basic 
components of big data. The storage of big data is 
normally distributed across the network. The following 
are some mechanisms proposed for a security-centric Big 
Data architecture to store data securely and protect its 
privacy concerning individuals' data. 
1) Subject-oriented data:  

Big data has some privacy issues. In big data, there is 
a lot of information collected and stored about 
individuals. The privacy protection and security of 
individuals' information are a concern in the era of 
big data. It contains some Personally Identifiable 
Information (PII), and the security of such data is 
important from the data provider's point of view. If 
the data is stored according to Subject, the privacy of 
individuals can be protected from unauthorized users. 
If a user cannot cross-query the data having different 
Subjects, he/she cannot connect different 
components of data to find the person's private data. 
If the data in big data infrastructure is stored 
according to subject (e.g., sales, accounts, etc.), the 
privacy risk can be minimized. 
 

2) Aggregated Data:  
The data aggregation means the summarization of 
similar types of data to a single record instead of a few 
records. This aggregation will ensure the anonymity 
of private data and will ensure privacy. The 
aggregation of data not only ensures the privacy of 
data, but also helps the data analytics. The analysis of 
aggregated data is easier compared to granular data in 
terms of time and processing. 
 

Network Infrastructure Layer 
One of the basic components of big data is the volume 
of data. Big data has a huge volume of data; therefore, it 
can be stored in a distributed environment. Data may be 
stored in a cloud-type environment and will be 
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connected through a high-speed network. The main aim 
of this research work is data security in all its stages. The 
data needs to be secured in place (storage) or in transit 
(network). The data through the network can be easily 
secured using encryption. 
 
Source Systems 
Many sources contribute to big data. The data may be 
structured, unstructured, or semi-structured data. Some 
of the data comes from organizations' data, but much of 
the data comes from individuals through social media 
and blogs [19]. Both the organization's data and 
individuals' data need security and have some privacy 
issues that need to be addressed. 
 
Source System and Data Validation Layer 
The developer of the big data environment will validate 
both the source and the data itself. This ensures data 
integrity, which means the correctness of data. Data 
integrity is crucial for data security because decisions are 
made through data analytics techniques. Therefore, 
decisions will be accurate if they are based on correct 
data. Similarly, validating the source is important 
because data from reputable sources has greater value. 
We must protect data from illegal use by consumers and 
establish trust in the data environment developer. 
 
Data Aggregation and Classification 
When data is coming from a source system, its source 
and the data itself are verified first. After source and data 
validation, the data is aggregated to hide the individual’s 
private data. While aggregating the data, it will be 
classified according to subject area. There may be more 
than one subject area in a single storage. First, it can be 
used for fast data analytics. Second, it can be used for 
security. For example, if the data is stored according to 
subject area, the authorization and granular access 
control mechanism can easily be implemented for such 
data using the subject of the data as a grain. 
 
Data Availability and Transparency Layer 
The size of big data itself is a problem in big data [20]. 
Big data needs distributed storage to fulfill the 
requirement of storage. Transparency is needed in this 
distributed environment, which is used for the storage 
of big data. There is location transparency, which 
ensures the security of data location from the attacks of 

unauthorized users. Similarly, the transparency property 
hides the complexity of the system from the end users. 
 
Meta Data/Audit Log layer 
Metadata is an important component for data 
management. Metadata and its management become 
more important when dealing with big data and often 
multi-sourced complex data. Metadata can be used 
across for easy and clear interpretation of the enterprise. 
Metadata or Audit log can also be used for the security 
of data. Whenever there is a security breach of data, it 
can easily be checked through the audit log. 
 
Data Ownership 
According to Loshin [21], data has fundamental value, 
having added value as a byproduct of data processing. At 
the core, the degree of ownership is driven by the value 
that each interested party derives from the use of that 
information. There are different types of data owners. 
For example, the creator of data, the person who 
modifies data, the person who compiles data, 
Purchaser/Licenser as Owner, etc [22]. These different 
users are called the Subject of data, and the data 
item/record he/she can access is called the Object. It is 
required in a big data environment to ensure that the 
ownership of data means that only the authorized users 
can access the required information. A granular access 
control is needed to address such types of problems.  
A labeled type security is needed in such situations. The 
data is stored according to Subject in the proposed 
method. Subject means a similar type of data is stored 
collectively using the same security label. Similarly same 
type of security label is also assigned to each user group. 
Each user belongs to a user group. The user has access 
rights of a particular user group in which the user is a 
member. Whenever a user wants to access a data object 
from a big data environment, the user's access rights 
label is compared to the Subject of the data. If the 
security label of data and the user's access labels match, 
the user will be given access to that particular group of 
data; otherwise, the access will be denied. 
 
J. Encryption 
Encryption is the conversion of data to some other 
format to make it secure. Encryption is one of the best 
options for data or information security, and it is 
considered to be the final layer of security [23]. 
Although encryption is a good option for security, it is 
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very difficult to encrypt all data in a big data 
environment. Therefore, only sensitive data will be 
encrypted at rest (at the storage layer), and all data will 
be encrypted at transmission through the network. 

Since big data is distributed across a distributed system 
and will be connected through a network, therefore, 
encryption is the best option when data is traveling 
through a network. 

 

 
Fig. 2. Big Data security-centric architecture 

 
IV. CONCLUSION AND FUTURE WORK 
In this paper, an architecture for big data security is 
proposed that consists of different layers. A layered 
approach is used for the big data life cycle in the 
proposed architecture, and each layer is explained in a 
security-centric. The data is secured at the storage layer 
through the subject-oriented property of big data that 
provides granular access control, and is helpful for the 
security and privacy of individuals' data. In the future, 
the proposed architecture will be implemented and 
tested for different privacy and security issues arising in 
big data analytics.  
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