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INTRODUCTION

Abstract

The rapid growth of the Internet of Things (IoT) has created an ecosystem where
billions of connected devices generate massive quantities of facts in real time.
Efficient processing of this data is critical for applications such as healthcare
observing, smart cities, industrial automation, and intelligent transportation
systems. Traditional analytics frameworks often struggle to handle the high
velocity, variety, and volume of IoT data, necessitating the integration of cloud
computing platforms that provide scalable storage and computational resources
[1]. This paper presents an in-depth study of realtime analytics on IoT devices
supported by cloud infrastructures. A hybrid architecture is proposed, combining
lightweight edge processing on [oT nodes with scalable cloud services for advanced
analytics and visualization.

We evaluate the proposed system using a case study in healthcare monitoring,
where wearable loT devices track patient vitals such as heart rate and oxygen
saturation. Mathematical models are introduced to quantify end-to-end latency,
bandwidth and energy
demonstrate that edge-assisted cloud analytics reduce latency by 32% and
optimize bandwidth utilization by 27% compared to cloud-only processing.
Furthermore, anomaly detection models, such as zscore and ARIMA-based

requirements, consumption. Experimental results

forecasting, are employed to identify irregular patient conditions with an accuracy
of 95%. The findings highlight the potential of cloud-assisted IoT analytics to
achieve scalable, reliable, and energy-efficient real-time decision-making.

The Internet of Things (IoT) represents one of the
most transformative technologies of the 2 1st century,
connecting billions of heterogeneous devices that
sense, transmit, and process data across diverse
domains. Cisco predicts that by 2030, more than 50
billion IoT devices will be operational worldwide [1].
These devices are increasingly embedded in critical
sectors, ranging from smart grids and industrial

systems to  healthcare and  environmental

monitoring. A key challenge emerging from this
growth is the ability to process IoT-generated data in
real time, enabling immediate insights and actions.

Real-time analytics refers to the capability of a system
to ingest, process, and deliver actionable insights
with  minimal latency, often measured in
milliseconds. In IoT contexts, the latency
requirement is especially stringent: an autonomous
vehicle cannot wait several seconds to identify a
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hazard, and a wearable medical sensor must instantly
detect abnormal cardiac activity to prevent life-
threatening events. Conventional computing models,
which rely solely on centralized cloud infrastructures,
are insufficient due to transmission delays, limited
bandwidth, and scalability bottlenecks.

Cloud computing has emerged as a natural
complement to loT because of its elastic storage,
powerful computational resources, and pay-as-you-go

Latency (Ttotar):

Ttotal = Tsensing+ Ttransmission+ Tprocessing+

Tstorage

Bandwidth (B):
B-= D ; N
where D is data size per device, NV is the number of

devices, and T is the collection interval. As the
number of  devices bandwidth

increases,
requirements can exceed network capacity.

Research Motivation

While numerous studies have investigated IoT-cloud

integration, there remains a gap in quantitative

evaluation of hybrid architectures using real-world
case studies. Specifically, the following questions
remain underexplored:

1. How does edge-assisted cloud analytics impact
latency and bandwidth consumption compared
to cloud-only approaches!?

2. What mathematical models can best capture the
trade-offs between processing speed, accuracy,
and energy consumption?

3. How effective are anomaly detection and
predictive models in real-time healthcare
monitoring using loT devices?

Contributions

The main contributions of this paper are:

e A hybrid architecture for IoT analytics that
integrates lightweight edge processing with
scalable cloud support.

e Development of mathematical models to
quantify system latency, bandwidth
requirements, and device energy consumption.

cost model. Integrating IoT with cloud platforms
provides the ability to run machine learning (ML)
models, stream analytics, and data visualization tools
at scale [2]. For example, Microsoft Azure IoT Hub
and Amazon AWS IoT Core offer managed services
that integrate device communication, real-time
analytics, and predictive modeling. However,
transmitting all raw [oT data to the cloud introduces
challenges:

Energy Consumption (E):

E=Py* Ty + Pryx Ty + Pcpu* Tcpu

[oT devices are often battery-powered; frequent
transmissions drain energy rapidly.

To mitigate these challenges, a hybrid approach has
emerged: edge computing performs lightweight
processing closer to the device, while cloud platforms
handle heavy computation and long-term analytics.

e Implementation of a healthcare case study,
monitoring 100 patients using wearable loT
devices, with data streamed to a cloud-based
analytics platform.

e Evaluation of system performance in terms of
latency, throughput, anomaly detection accuracy,
and resource efficiency.

Paper Organization

The remainder of this paper is organized as follows:

Section 2 reviews background and related work.

Section 3 details the proposed system architecture

and  equations. Section 4  describes the

implementation methodology. Section 5 presents the

healthcare case study with data and results. Section 6

provides evaluation and discussion. Section 7

concludes with future research directions.

BACKGROUND AND RELATED WORK

10T Data Characteristics and Challenges

The Internet of Things has transformed the data
landscape by generating massive volumes of
heterogeneous, continuous, and high-velocity data
streams [3]. IoT data is often described by the three
Vs i.e., Volume, Velocity, and Variety which create
challenges in storage, transmission, and analytics. In
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some applications, a fourth V i.e., Veracity is added,
highlighting the uncertainty and unreliability of
sensor readings [4].

For example, a smart healthcare system with 100
patients continuously transmitting heart rate and
SpO:2 data at 1 Hz generates ~ 800 KB per second, or
roughly 2.8 GB per hour. Scaling this to thousands
of devices requires efficient real-time ingestion and
analytics.

Key challenges include:

e Latency Sensitivity: Healthcare, autonomous
driving, and industrial safety systems demand
responses in milliseconds.

e Bandwidth Constraints: Transmitting raw loT
data from thousands of devices to the cloud
saturates networks.

o Energy Efficiency: Many loT devices run on
limited batteries; frequent transmissions shorten
device lifetime.

e Heterogeneity: Devices differ in protocols
(MQTT, CoAP, HTTDP), computation
capabilities, and reliability.

These challenges necessitate architectures that

combine real-time analytics with scalable storage and

computing resources.

Real-time analytics Frameworks

Real-time analytics refers to processing and analyzing
streaming data with minimal delay. Several
frameworks have emerged, including Apache Spark
Streaming [5], Apache Flink [6], Apache Kafka [7],
and cloud-native solutions like Amazon Kinesis,
Google Cloud Pub/Sub, and Azure Stream
Analytics. While these platforms enable scalable
processing, deploying them directly on IoT devices is
infeasible due to limited computational power. Thus,
edge-cloud cooperation has become the dominant
paradigm.

Edge Computing in IoT

Edge computing involves moving computation closer
to the data source, thereby reducing network traffic
and latency. Research has shown that edge-assisted

analytics can improve real-time responsiveness by up
to 40% compared to cloud-only models [8].

In healthcare, wearable sensors can preprocess
signals by filtering noise and detecting abnormal
patterns before transmitting summaries to the cloud

(9].

Dyiiterea*N
Bedge - T

’ Bedge < Braw

where Dijtereq is the size of compressed/processed
data.

Studies such as Satyanarayanan et al. [10] highlight
the role of cloudlets small-scale cloud servers placed
at the network edge to support latency sensitive IoT

applications.

IoT-Cloud Integration Models

Several architectures for loT-cloud integration exist:

1. cloud-centric: all data processed in the cloud

2. edge-centric: local gateways handle computation

3. hybrid: edge preprocessing with cloud analytics
[11].

Hybrid models are increasingly recognized as optimal

for balancing latency, scalabilityy, and energy

consumption.

Existing Reseach

Recent studies emphasize loT-cloud integration.

e Gubbi et al. [12] proposed a cloud-centric IoT
vision, but scalability and latency remained
challenges.

e Alam et al. [13] analyzed fogassisted IoT
healthcare, showing latency reductions but
limited evaluation of energy trade-offs.

e Shi et al. [14] highlighted challenges in edge-
cloud collaboration but lacked quantitative case
studies with real patient data.

e Liu et al. [15] explored real-time anomaly
detection in smart manufacturing, applying
machine learning at the edge.

Research Gap

From the reviewed literature, several limitations are

identified:

e Few studies provide mathematical models
quantifying latency, bandwidth, and energy
consumption in IoT-cloud systems.
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e Most research evaluates only single-domain
performance (e.g., latency alone), neglecting
multi-dimensional trade-offs.

o Case studies with realistic IoT datasets and
detailed results are limited, especially in
healthcare monitoring.

o Integration of predictive analytics models (e.g.,
ARIMA, ML-based forecasting) into IoT-cloud
pipelines is underexplored.

This paper addresses these gaps by proposing a

hybrid  IoT-cloud  architecture, introducing

quantitative models, and validating the approach
through a healthcare case study with real-time sensor
data.

SYSTEM ARCHITECTURE AND DESIGN
Overview of Proposed Architecture

The proposed system architecture for real-time
analytics on IoT devices with cloud support follows a
hybrid model, combining edge computing for local
pre-processing and cloud computing for advanced

This layered design balances latency, energy, and scalability.

analytics and storage. This layered design balances
latency, energy, and scalability [8], [10], [11].

IoT Device Layer: Wearable sensors and embedded
devices collect raw physiological data (e.g., heart rate,
oxygen saturation, temperature).

Edge Layer: Local gateways (Raspberry Pi, Arduino-
based nodes, or smartphones) perform preprocessing
such as filtering, feature extraction, and preliminary
anomaly detection.

Cloud Layer: Data is aggregated and transmitted
securely to the cloud (AWS IoT Core, Azure loT
Hub, or Google Cloud IoT). Advanced analytics,
machine learning models, and long-term storage are
executed here.

Layer: Provides dashboards,
visualization tools, and alerting mechanisms for
clinicians, caregivers, or administrators.

Application

Application Layer

(Dashboards, Alerts)

IoT Devices Edge Gateway
—
(Sensors) (Raspberry Pi)

Cloud Platform

(AWS, Azure, GCP)

Figure 1: Proposed loT-Edge-Cloud System Architecture

Data Flow Model
The IoT-to-cloud data pipeline can be modeled as:
Ttotal = Tsensing + Tedge + TtransmissionJr Tcloud+

Tvisualization

Tsensing: Time for device sensors to capture raw
data.

Tegge: Preprocessing time at the edge (filtering,
compression, feature extraction).

T iransmission: Time to transmit data over wireless or
cellular networks.

T ioud: Advanced analytics and model inference in

the cloud.

T yisualization: Rendering results to dashboards or
triggering alerts.

To maintain real-time responsiveness, the condition
must hold:

Ttotal < Tthreshold

where T¢hreshold 1S the maximum acceptable latency
(e.g., 200 ms for healthcare monitoring).

3.3 Bandwidth Ultilization Model

Bandwidth utilization is a critical metric. For raw

data:
DN
B - 2N
raw T
and with preprocessing at the edge:
_ Dyitterea*N

Bedge T Dfiltered <D
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Example: For 100 patients transmitting 8 KB/sec
each, B_raw = 800 KB/sec. With preprocessing and
compression reducing data to 5.6 KB/sec, B_edge =
560 KB/sec, achieving a 30% reduction [13], [14].

Brow = 8-199 - 800 KB/sec
With compression reducing data size by 30%

(Dfiltered = 5.6 KB/sec):
5.6x100

Thus, edge-assisted analytics achieve 30% bandwidth
savings.

Energy Consumption Model

Energy consumption is modeled as:

E=Pyy* Teyx+ Pry* Trx + Pepy * Tepy

Edge processing increases CPU time but reduces
transmission time, often yielding net savings in

Beage = = = 560 KB/sec battery life [15], [16].
Reliability Model
Reliability is modeled using exponential failure rates:
1.0} — A=0.001
—— A=0.005
— A=0.01
0.8}
E 0.6}
E
B
E 0.4t
0.2t
0.0 200 600 800 1000
Time (t)
Figure 2: System Reliability Curve
R(t) =40

For loT-cloud systems, reliability is given by
Rsystem(t) =R4(t) * R,(t)
is device reliability and Ry, is network reliability [17].

Anomaly Detection Model
For anomaly detection, two approaches were used:
e  Zscore method:

x—p
Z:—

g
Flagging anomalies if /z/ > 3.

e Predictive ARIMA model:
Ye=ctPr1ye—1+ -+ Ppy—p+ Og8, —q +
&t

Security and Privacy Considerations

Security considerations include TLS/SSL encryption,
token-based authentication, role-based access control,
and data anonymization to ensure compliance with
healthcare data privacy standards [24], [25].

In summary, the proposed hybrid architecture
combines edge preprocessing with cloud scalability,
providing quantifiable improvements in latency,
bandwidth, energy consumption, and reliability [13],

(14], [15].

IMPLEMENTATION METHODOLOGY

Case Study Context: Healthcare Monitoring

The implementation focuses on a smart healthcare
monitoring system, where wearable IoT sensors track
patients’ vital signs in real time. The system is
designed to monitor 100 patients simultaneously,
each equipped with wearable devices that capture
heart rate (HR), oxygen saturation (SpOz),
temperature, and activity level [13].

Hardware Setup
IoT Sensors & Wearables
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Pulse oximeter (MAX30102 sensor)
Temperature sensor (DS18B20)
Accelerometer/gyroscope (MPU6050).
Microcontroller: ESP8266 NodeMCU for
Wi-Fi connectivity.

Edge Gateway:
e Raspberry Pi 4
preprocessing.

(4GB RAM) for

Cloud Infrastructure:

e AWS IoT Core

AWS Kinesis Data Streams

AWS Lambda

Amazon S3

Amazon QuickSight for analytics and
visualization [14].

Communication Protocols:

MQTT (Message Queuing Telemetry Transport) was
used due to its lightweight nature. TLS 1.2 ensured
secure transmission. JSON was adopted as the
payload structure [9].

"heart_rate": 87,
"spo2": 96,

"motion": "stable"

"patient_id": "P024",
"timestamp": "2025-08-17T12:45:232",

"temperature": 36.8,

Data Preprocessing at Edge:
Noise filtering was applied using a moving average
filter:

__Zt ()xt 0

Cloud Analytics Pipeline:
Data ingestion through AWS IoT Core and Kinesis
enabled realtime stream processing. AWS Lambda

executed anomaly detection (Z-score, ARIMA), while
o

Source Collect Ingest

10T Stream devices

AWS loT Greengrass

Medical equipment

AWS loT
Car sensors

Industrial IoT sensors Store

_ Telemetry .
=l Data Edge- | |
(o s Cloud | | ﬂa
| o AW I

mazon Kinesis Al n Kinesi H
Dats Streams . Data Analytics . SageMaker opensemh ;

53 Data Lake for batch analytics  +

where k = 5samples.
Compression and feature extraction (e.g.,
activityclassification from accelerometer data)
reducedtransmission volume by ~30% [10].

alerts were sent via Amazon SNS. Processed data was
stored in Amazon S3 and visualized using

QuickSight [15].

Transform Insights

ML inference & Reporting

N@

! AwsL bda Amazon

Amazan

i T
<

DynapoDB H
H Amazon OpenSearch
Amazon Redshift | | dashboard :

i AWS App Sync

=]

Enterprise Apps

Figure 3: Event-driven IoT-Edge-Cloud Architecture
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Machine Learning Integration:

Random Forest classifiers predicted tachycardia
events using HR, SpO2, and activity data. ARIMA
(p,d,q) models forecasted SpO: trends [16].

Experimental Setup:

Total Data: 100 x 3600 x 6 x S8bytes = 17.3GB
[13].

Performance Metrics:
Latency, throughput, bandwidth, energy
consumption, and anomaly detection accuracy were

e Devices: 100 ESP8266 wearables. measured [14].
e Data Frequency: 1 Hz. This methodology integrates IoT hardware, edge
e Duration: 6 hours continuous streaming. preprocessing, and cloud analytics pipelines,
providing the basis for the case study results
presented in Section 5.
CASE STUDY WITH DATA AND RESULTS
Faclory/Plant/Smar Home JE
- o P Analytics & Storage Reporting
loT Gevice ;B"\;Eglg;_ Py Lam;i :
Siream L y ]
E’ Manager Internet *
}N Pam:bm 1,2 . altime
AWS laT 53& 1 I l__’_b ’M Feal
Greengrass e I I
AWS loT Intamet * AWS loT AWS 0T SiteWise Staios Mono
SiteWise SiteWise Aggregated Metrics
teway )
i L5 AWS loT Analytics |
—
]
—| T 1 ! ceeeeeceece————-
S-E
Channel  Pipeline  Datastore H
i i 5 / i 7 B
e N .
oo @ . .3
1aT Device Internat AW loT Core ﬁ:‘_’ >
- ’ P e
. e P  Realime
g e = - [
Pattom 2: AWS loT SiteWisa G ol [ By
[+ AWWS [oT SiaWiss Monitar} Amazon Kinesie Amazon Kingsis Amazan Simple H
Pattern 3:AWS loT Core + AWS Data Stream Data Analylics Storage Service |
loT Analytics + Amazan QuickSight (Amazon 53) Near
- Pattem 4: Amazon Timestream a Realime
OpenSearch Service
Pattom 5: AWS loT Core + Amazan Dashboards
Kinesis + Amazon QuickSight OpenSearch Servica
Pattern 6: Amazon OpenSearch i
Service + OpanSaarch Servica i .
g:::;:o:m;mmaznn Managed ' GraphaL . i
Pattern 7: AWS loT Care + AWS Amazen DynameDB 4 :
Lambda + Amazon DynamoDB + : e Patiorn7 | Mutation Subscription
Custom Dashbpards. : : —> ii',,j >
* . Patterns could leverage VPG endpoints for H ' H H H
private connectivity {AWS Lambda i H H Custom |
** . SileWise gateway requires Stream 4 Dashboard /
manageriobe enabled 0000 | e memmmmmaet”

*** Amazon Managed Gralana can be used
as an alterative to QuickSight and
‘OpenSearch Dashboard for near realtime
analysis

Figure 4: AWS IoT Patterns for Data Ingestion & Visualization

Case Study Scenario

The case study evaluates the proposed hybrid IoT-
cloud architecture in a healthcare monitoring
application. The focus is on continuous monitoring
of 100 patients using wearable IoT devices that
capture heart rate (HR), oxygen saturation (SpOz),
temperature, and activity level.

Two configurations were compared:

1. Cloud-Only Model: All raw sensor data is
transmitted directly to the cloud for processing.

2. Hybrid Edge+Cloud Model: loT data undergoes
preprocessing at the edge (noise filtering,
compression, feature extraction) before being
transmitted to the cloud.

The evaluation criteria included latency, throughput,
bandwidth, energy consumption, and anomaly
detection accuracy.
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Dataset Description: Over a 6-hour experimental e  SpO: (percentage)

run, the system generated: e Temperature (°C)

100 devices x 1 sample/sec x 21,600 sec (6 hrs) x 8 e Motion (categorical: rest, walk, run)

KB/sample Preprocessing at the edge reduced data size by ~30%,
= 17.3 GB total data yielding ~12.1 GB.

Each sample consisted of:

e HR (integer, BPM)

Dataset Heatmap: Patient Vitals (Heart Rate Example)

Patients
!
~ @
G S
Heart Rate (bpm)

~
=}

.
@
a

60

B0

@
=}

' ] . '
T3 T4 T5 T6 T9 T10
Time Intervals

T7 T8

Figure 5: (Dataset Heatmap: Patient Vitals)

Experimental Setup

e Devices: ESP8266 wearables + Raspberry Pi 4 Tiotar = Tsensing + Tedge + Tiransmission™ T cloud™
gateway Tvisualization

e Cloud Services: AWS IoT Core, Kinesis Data
Streams, Lambda, S3, QuickSight o Bandwidth Model

e Network: Wi-Fi (50 Mbps average uplink) B-=2 ;N

e Thresholds:
o HR anomaly: > 120 BPM or < 50 BPM
o SpO2 anomaly: < 92%
o Temperature anomaly: > 38 °C

o Energy Model
E=PyTix+ PrxTrx + PcpuTcpu

o Anomaly Detection Models

e  Zscore for outlier detection

e ARIMA (2,1,2) for timeseries forecasting of
SpO: trends

Metrics and Models
o Latency Model

Results

(a) Latency
Configuration Avg Latency (ms) Min (ms) Max (ms) Reduction

Cloud-Only 285

Hybrid Edge+Cloud 194
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300 285 ms

250

200} 194 ms

150

Average Latency (ms)

CIoudIfOnIy Hybrid Edlge+CIoud

Figure 6: Latency Comparison

250 E Sensor Delay
I Edge Processing
mmm Transmission
BN Cloud Analytics
mm visualization

2001

150

Latency {ms}

50

0 Cloud-Only Hybrid

Figure 7: (Latency Breakdown: Stacked Bar Chart)

Observation: Edge preprocessing significantly reduced transmission and processing overhead, lowering latency
below the 200 ms threshold required for real-time healthcare.

(b) Throughput
Configuration Avg Throughput (msg/sec) Peak (msg/sec)

Cloud-Only 3,400 4,200
Hybrid Edge+Cloud 4,600 5,200
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Cloud-Only
Hybrid Edge+Cloud

5000

45001

4000

Throughput (msg/sec)

3500}

3000 2 4 6 8 10

Time Interval

Figure 8: Throughput Comparison

Observation: By reducing redundant transmissions, the hybrid system processed ~35% more messages per second.

(c) Bandwidth

Configuration Avg Bandwidth (KB/sec) Reduction
Cloud-Only 800 -
Hybrid Edge+Cloud 560 30%
Cloud-Only
Hybrid Edge+Cloud
800
@ 750
o)
X
@ 700}
b
]
= 650+
e
=
=]
T 600
m
550
500

2 4 6 8 10
Time Interval

Figure 9: Bandwidth Usage Comparison

Observation: Preprocessing reduced bandwidth usage proportionally to the reduction in transmitted data size.
(d) Energy Consumption

Configuration Avg Energy/Device (J/hr) Savings

Cloud-Only 148 -

Hybrid Edge+Cloud 112 24%
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148 J/hr

150

112 J/hr

Avg Energy per Device (J/hr)
=
w
o

110

100 Cloud-Only Hybrid Edge+Cloud

Figure 10: Energy Consumption per Device

Observation: Despite added CPU load at the edge, reduced transmission time led to net savings in device energy.
(e) Anomaly Detection Accuracy

Model Accuracy (%) Precision Recall Fl-score
Z-score 91.2 0.89 0.92 0.90
ARIMA(2,1,2) 95.0 0.94 0.96 0.95
Random Forest (ML) 96.4 0.95 0.97 0.96

B Accuracy (%)
Il Precision {%)

98 I Recall (%)

Performance (%)

Z-score ARIMA Random Forest

Figure 11: Anomaly Detection Model Performance
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Actual
Normal

Anomaly

Normal

Anomaly

Predicted

Figure 12: (Confusion Matrix - Random Forest)

Observation: ARIMA and ML models significantly outperformed the basic z-score method, highlighting the value

of predictive analytics.

Graphical Results (described)

e Figure 2: Latency Comparison — Cloud-Only at
" 285 ms vs Hybrid at ~ 194 ms.

e Figure 3: Bandwidth Usage — 800 KB/sec (cloud-
only) vs 560 KB/sec (hybrid).

e Figure 4: Energy Consumption — Cloud-only:
148 J/hr vs Hybrid: 112 J/hr.

e Figure 5: Anomaly Detection Accuracy — Z-score

< ARIMA < Random Forest.

Discussion of Results

The experimental results validate the effectiveness of
the proposed hybrid loT-cloud architecture:

o Latency: Achieved 32% reduction, enabling sub-
200 ms responsiveness suitable for healthcare
monitoring.

o Bandwidth: Reduced by 730%, proving the
efficiency of edge preprocessing.

e Energy Efficiency: Devices consumed 24% less
energy, extending battery life.

e Anomaly Detection: Advanced models (ARIMA,
Random Forest) provided >95% accuracy, ensuring
reliable patient monitoring.

These findings suggest that edge-assisted cloud
architectures are optimal for real-time IoT analytics,
balancing performance with scalability.

EVALUATION AND DISCUSSION

Performance Evaluation

The experimental findings from the case study
confirm that the proposed hybrid IoT-cloud
architecture achieves significant improvements in
latency, bandwidth efficiency, and energy savings
compared to a cloud-only model.

e Latency: The reduction of average end-to-end
latency from 285 ms (cloud-only) to 194 ms
(hybrid) ensures that system responsiveness falls
within the acceptable threshold for real-time
healthcare. Prior studies, such as Alam et al. [13],
reported latency improvements of ~ 20% using
fog computing; our results demonstrate a larger
32% reduction, highlighting the added benefit
of coordinated edge preprocessing and optimized
cloud analytics.

e Bandwidth: A 30% reduction in bandwidth
requirements was observed. This aligns with Shi
et al. [14], who noted ~25% savings through fog
nodes, but our implementation achieved higher
efficiency by combining compression and feature
extraction at the edge.

e  Energy Consumption: Devices consumed 24%
less energy, a result comparable to the findings of
Liu et al. [15], who observed ~20% savings in
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industrial IoT setups. This indicates that reduced e Anomaly Detection: With ARIMA and
transmission time outweighs the additional CPU Random Forest achieving accuracies of 95-96%,
workload at the edge gateway. our system surpasses the ~90% accuracy

benchmarks reported in earlier IoT anomaly

detection frameworks [9], [15].

—e— Cloud-Only

175001 o Hybrid Edge +Cloud

15000

12500+

10000 -

7500

5000
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2500

0 50 100 150 200 250 300 350 400
Number of Devices

Figure 13: (Scalability Discussion)

6.2 Comparative Analysis
To contextualize results, Table 6.1 compares our hybrid model with selected related work.
Study / Approach Domain Latency Bandwidth Accuracy Energy

Reduction Savings (%) Savings
Healthcare T20% 88 12%
Shi et al. (2020) [14] Smart Cities 25% 25% - -
Liu et al. (2021) [15] Manufacturing  18% - 90 20%
Proposed 150)ss Healthcare 32% 32% 96 24%

Model
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Figure 14: Comparative Analysis (Radar Chart)

Observation: The proposed architecture consistently
outperforms existing models across all measured
dimensions, especially in healthcare-critical accuracy
and latency.

Trade-offs in Hybrid IoT-Cloud Analytics
While the results are promising, several trade-offs
exist:

Edge vs. Cloud Processing

e More processing at the edge reduces latency but
increases local computation and device complexity.

e Cloud-only is simpler to deploy but unsuitable for
latency-sensitive healthcare applications.

Energy vs. Accuracy

¢ Running advanced models at the edge (e.g.,
Random Forest) could improve accuracy but at the
cost of device energy.

e Our design shifts heavier analytics to the cloud,
preserving device battery life.

Cost vs. Scalability

e Cloud resources scale elastically but incur costs
proportional to wusage (compute, storage, and
bandwidth).

e Preprocessing reduces cost by lowering data
volumes but requires edge hardware investments
(e.g., Raspberry Pi).
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Figure 15: (Cost Comparison: Cloud vs Hybrid)

Limitations

Despite promising outcomes, the system faces certain
limitations:

e Dataset Scale: The study evaluated 100 patients
over 6 hours (717 GB of data). Larger deployments
(thousands of devices, longer durations) may reveal
additional bottlenecks.

e Network Variability: Experiments were conducted
on stable Wi-Fi networks; real deployments may face
variable connectivity (4G/5G, rural environments).

e Edge Hardware Constraints: Raspberry Pi
gateways worked well for 100 devices, but scaling
beyond 1,000 nodes may require more powerful edge
servers.

o Security Overheads: While encryption and
authentication  were  implemented,  security
mechanisms can increase latency, an aspect not
deeply quantified in this study.

e Generality Across Domains: Results are
healthcare-specific; other domains (smart grids,
industrial IoT) may exhibit different performance
trade-offs.

Lessons Learned

The evaluation highlights several broader lessons:

1. Hybrid architectures are essential: Neither pure
cloud nor pure edge models can independently meet
[oT’s scalability and latency demands.

2. Preprocessing is a simple yet powerful tool: Even
basic noise filtering and compression yield significant
bandwidth and energy gains.

3. Predictive  analytics  enhance  reliability:
Incorporating time-series forecasting and ML
improves anomaly detection beyond simple statistical
methods.

4. Scalability requires modularity: Future designs
should allow for seamless scaling across domains
with heterogeneous device types.

Implications for Future IoT Systems
The findings imply that edge-assisted cloud
frameworks will become the norm in loT systems
requiring real-time analytics. In healthcare, this can
translate to proactive patient monitoring, reduced
hospital readmissions, and better emergency
response times. In other domains, such as traffic
management or industrial automation, similar
architectures can reduce accidents and downtime.

However, designing such systems requires careful
balancing of latency, cost, and energy efficiency.
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Emerging technologies such as 5G networks,
federated learning, and quantum-enabled cloud
platforms may further enhance capabilities.

Summary

The evaluation demonstrates that the hybrid IoT-
cloud architecture outperforms traditional cloud-only
approaches in latency, bandwidth efficiency, energy
consumption, and anomaly detection accuracy.
While limitations exist, the results provide strong
evidence that hybrid architectures are the optimal
design for real-time IoT analytics.

CONCLUSION AND FUTURE WORK
The explosive growth of IoT devices has created an
urgent need for real-time analytics frameworks that
can process massive, high-velocity data streams.
Traditional cloud-only solutions suffer from high
latency, bandwidth inefficiencies, and energy
overheads, making them wunsuitable for latency-
sensitive domains such as healthcare [13], [14].
This paper proposed and evaluated a hybrid IoT-
cloud architecture, combining lightweight edge
preprocessing with scalable cloud-based analytics.
Mathematical models were introduced for latency,
bandwidth, and energy consumption, providing a
rigorous framework for performance evaluation. A
healthcare case study with 100 wearable devices
demonstrated substantial benefits:
e 32% latency reduction, enabling sub-200 ms
responsiveness.
e 30% bandwidth savings, optimizing network
resource utilization.
e 24% energy savings, prolonging device battery
life.
e 05-96% anomaly detection accuracy using
ARIMA and Random Forest models [15].
The findings confirm that edge-assisted cloud systems
outperform  cloud-only designs across critical
performance metrics. Importantly, the results
validate that predictive analytics and machine
learning significantly enhance anomaly detection
reliability in healthcare monitoring [16], [17].

Contributions
This research makes four main contributions:

1. Development of a quantitative model for
evaluating latency, bandwidth, energy, and
reliability in IoT-cloud systems.

2. Design of a hybrid architecture integrating
IoT devices, edge gateways, and cloud
services.

3. Implementation of a real-world healthcare
case study, generating a 17 GB dataset over
six hours with 100 devices.

4. Demonstration of measurable performance
improvements in latency, energy efficiency,
and anomaly detection accuracy.

Future Work

While the results are promising, several areas for

future research are identified:

e Scalability Testing: Evaluating performance with
thousands of devices across longer time horizons.

e 5G and Beyond: Incorporating 5G/6G
communication technologies to further reduce
latency [18].

e Federated Learning: Training anomaly detection
models locally at the edge while preserving
patient privacy [19].

e  Cross-Domain Validation: Extending the system
to domains such as industrial IoT, autonomous
vehicles, and smart energy grids [20].

e  Security-Performance Trade-offs: Quantifying the
impact of encryption and privacy-preserving
techniques on real-time responsiveness [24], [25].

Ultimately, the convergence of oT, edge, and cloud

computing will define the future of real-time

analytics, enabling proactive, data-driven decision-

making across diverse domains [30].
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