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Abstract
Keywords As digital evidence obtained from USB devices and web browsers becomes more

complex, it is becoming more common for traditional forensic tools to have difficulty
Article History dealing with and processing large and diverse sets of data. This research introduces
Received: 27 May, 2025 Portable Forensic Analysis Tool (PFAT); a lightweight, cross-platform solution that
Accepted: 03 August, 2025 caters to automated artifact extrac- tion, classification, and reporting. PFAT is
Published: 29 August, 2025 compatible with the major web browsers (Chrome, Firefox, and Edge) as well as with

USB metadata, file logs, and logs of users’ actions. Random Forest and Support Vector
Copyright @Author Machines are used by PFAT to examine user activities for possible irregularities. PFAT
Corresponding Author: * achieved classification performance on par with 94% on benchmarks and outperformed
Ali Moavia Autopsy and FTK Imager not only for speed but also for artifact coverage. PFATs

timeline-generated and visualreporting capabilities increase investigative transparency
and reduce the burden of work to be filled by investigators. The approach illustrates
remarkable improvements in the efficiency of forensics, with its broad potential for
application in the field, law enforcement, and cases where quick triage is required.
Index Terms—Digital Forensics, USB Devices, Browser Ar- tifacts, PFAT, Machine
Learning, Anomaly Detection, Forensic Automation, Visual Reporting.

INTRODUCTION Since PFAT supports all major platforms, it runs
Digital investigations today are complicated by the smoothly on Windows, Linux, and macOS. It
growing amount and variety of data found on USB organizes all of these things for you, including your

devices and the web. Commonly used forensic tools are
not flexible enough, nor quick or intelligent enough, to

handle the digital evidence extraction and analysis browsing history, cookies, usernames and passwords,
process. Since the previous tools had these limitations, how you used USB devices, what files you were
the Portable Forensic Analysis Tool (PFAT) has been working on, and your network activity. They are stored
introduced to make it simpler and easier to collect and along with the time they were created, then checked
study evidence. Using PFAT makes the data collection using cryptography to confirm their integrity. The tool
process more automatic, which cuts down on the effort completes investigations more accurately by finding
digital forensics professionals have to put in. suspicious patterns and abnormalities with the help of

machine learning algorithms
Data is only one part of the process in PFAT, as it also
makes understanding collected evidence easier by
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intelligently classifying and interpreting metadata. The
integrated reporting engine produces forensic reports
that make it easy to find and review important results.
Easy to use by all users, PFAT includes a clear
interface as well as internal automation. Since PFAT
can be used on different platforms and follows various
legal rules, it is very flexible and makes digital forensic
investigations work more efficiently, quickly, and
accurately.

LITERATURE WORK

Academic research has demonstrated a keen need to en-
hance techniques of executing a digital evidence analysis
from both USB devices and internet browsers. Recent
research highlights major flaws in present-day forensic
tools, including their reliance on various platforms,
technical complexities, and their inattentive mandate that
divides analysis over different stages. Today’s methods are
challenged by fully automated techniques, ease of usage,
and comprehensive examination of browser and USB-
associated evidence. These oversights show the value
implicitly given to PFAT, an adaptable, comprehen- sive
tool developed to automate artifact extraction, simplify
analysis, and augment efficiency for investigators. Delija et
al. (2024) [1] have investigated the collaborative use of
Autopsy and Al tools for digital artifacts analysis in the
case of a simulated hacking incident. Although Autopsy
has value for educational purposes, the study discovered
that it requires tremendous technical capability and does
not incorporate auto- mated support for sophisticated
analysis tasks. This weakness puts emphasis on the
relevance of such tools as PFAT, which is specially
designed to automate the collection and analysis of
browser and USB artifacts via a graphical user interface.
Using PFAT, we can conduct the forensic analysis in a
short period and without compromising the reliability
and detail. Pandey et al. (2024) [2] highlight the
important role of choosing appropriate tools for the
productive forensics digital work in web and disk
environments. Their study maps the main stages of
forensic analysis—identification, collection, examination,
assessment, and reporting—and highlights the technical
nature of tools for each stage. Park and Lee (2022) [3]
created DiagAnalyzer, which is used to automate the
parsing of Diagnostics logs from Windows diagnostics to
reconstruct user behaviours, especially for cases of use of
USB devices and web browsing. Their methodology

shows the value of system- level logs in digital evidence
investigation. Although effective in Windows diagnosis,
DiagAnalyzer will not suit all platforms and browsers. This
gap underscores the call for tools such as PFAT that can
run interoperably across various systems and pull up a
broader set of artifacts to back the key limitations
identified in their investigation.

METHODOLOGY

The design of the PFAT is based on a step-by-step process
of automating the acquisition and analysis of digital
pieces of evidence from USBs and web browsers. This
process includes gathering information, cleaning and
structuring it, and then using machine learning that
segments various user interactions. PFAT is independent
of the platform and provides simple, clear reports to the
investigators.

System Architecture

PFAT employs a modular and loosely coupled
architecture to support maintainability and extensibility.
Each functional unit performs distinct tasks from data
ingestion to ML-driven behavior modeling, coordinated
through a shared data pipeline.

Data Acquisition Layer: Uses WMI and Python’s
win32com.client to collect USB metadata, including VID,
PID, connection timestamps, and serial numbers.
Browser artifacts were parsed from the SQLite databases

using SQLAlchemy.

Preprocessing Layer: Normalizes timestamps to UTC,
removes redundancies, and formats inconsistent URL
records. This includes data deduplication routines to
handle recurring entries.

Feature Engineering Module: Extracts critical attributes
(e.g., device identifiers, browsing URLs, timestamps)
and constructs temporal sequences for forensic
timeline generation.

ML Pipeline: Trains and validates classification
models using Decision Trees, Random Forests, SVM,
and MLP. Kfold crossvalidation was used to reduce
overfitting and generalize across data scenarios.
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System Architecture
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Fig. 1: System Architecture of PFAT. This picture
demon- strates how PFAT is designed in module form,
which is essential in enhancing forensic analysis
maintainability and scalability. Each layer in the system
is distinct, from using WMI and SQLAlchemy for data
collection, to doing input preprocessing, feature-
engineered event reconstruction, ma- chine learning
for classification, and delivering a complete
Data Flow and Process

A defined chain of processes exists within the PFAT
which begins by collecting artifacts before proceeding
with event classification tasks. The key steps include:

Data Collection: Gathering data from USB and
browser systems.

Data Preprocessing: An initial set of procedures takes
place on gathered data for timestamp normalization,
metadata extraction, and cleaning steps.

(10]

anomaly distributions, and classification summaries.
visualization. By using its flexible architecture, PFAT
can choose to screen USB and web browser artifacts,
which will effectively produce accurate digital forensics
that is automated.

As is shown in Figurel PFAT uses modular layers of its
architecture, each of which is needed in automating
the cross- platform digital investigations.

Feature Extraction: A selective operation extracts
three essential components which include device IDs
along with URLs and timestamps.

Machine Learning Classification: The machine learning
model takes extracted features to identify events and
detect anomalies based on them.

Reporting: The system produces final reports that present
analysis outcomes together with classification results.
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Initialize SQLite database

Collect Browser Artifacts

Collect USB Artifacts
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2
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I Perform Machine Learning Analysis I
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I Extract Linux File Metadata I I Extract Windows File Metadata I

Fig. 2: Workflow of PFAT, Figure lays out an outline of PFAT’s operation phases, including the initialisation of the SQLite
DB, capture of browser and USB artifacts, metadata extraction, and generation of analytical reports. It tailors procedures to
be compatible with different platforms using the system’s operating system.

Figure2 decomposes the aggregate process of the Portable Forensic Artifact Tool (PFAT). The process of going from
generating data to generating reports is traced, and PFAT explained how adaptable it is if the host system is either Linux or

Windows.

to find previous device connections thus offering
volatile and persistent evidence.

Implementation

Because of rich ecosystem of forensic automation, data
pars- ing and machine learning, we develop the Portable
Forensic Analysis Tool (PFAT) on Python. The tool is
designed to be modular such that artifacts may be
extracted, normalized, classified, and reported. Below are

Browser Artifact Collection: Drawing from the
SQLite3 and SQLAlchemy, PFAT fetches the data
from browsers’ databases for Chrome, Edge, and
some core parts of the code that have been implemented Firefox, such as History, Cookies, Bookmarks, and
in the tool: Downloads. Each artifact is given a time stamp and

reconfigured into a single schema with the data points
USB and System Artifact Acquisition : In order URL, access time, download path, and referrer
to obtain information such as Vendor ID, Product domain.

ID,

serial number, volume GUID, and USB device con-
nect and disconnect time stamps, PFAT taps WMI and
win32com.client. PFAT also examines registry hives

(SYSTEM and SOFTWARE) and Windows event logs

Data Normalization & Feature Engineering: With
the help of Pandas and NumPy, raw records are
converted to proper structured features for classifying
reasons. Timestamps are normalized to UTC and
compared along timelines of the usage of browsers
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and devices. The data set is augmented with artifact
type, artifact source, frequency of access, user behavior
scores, and contextual session data points.

Machine Learning Pipeline: Classifies artifacts by
supervised classification into benign, suspicious, or
forensicrelevant. These include our models that use
Random Forest, Support Vector Machine (SVM) and
Gradient Boosting, constructed with the assistance of
scikitlearn and TensorFlow (Keras backend). An
artifact dataset of 20 000 points obtained from
controlled forensic scenarios and goods publicly avail-
able such as Forensic corpus at GovCERT was
used for training the models. Main data entry
characteristics include artifact source, timestamp
entropy, interaction frequency, and data type.
Hyperparameter tuning was done with Grid Search
with optimized parameters such as n_estimators=100,
max_depth=10 for Random Forest. We measured the
success of the model using Accuracy, Precision, Recall
and F1, with up to 94.6% accuracy using Gradient
Boosting.

Evaluation and Benchmarking: PFAT’s performance
was quantified using comparative tests against FTK Im-
ager and Autopsy in a controlled virtual Windows 10
machine with the pre-seeded artifacts. PFAT surpassed
traditional tools with an average artifact enumeration that
was 1.2 seconds quicker and a 8.2% superior rate of

Based on Table given in figure 3, PFAT has an accom-
modating architecture supporting extremes, and
enhanced ease of use in comparison to similar tools
such as Autopsy, FTK Imager and X-Ways.

Graphical User Interface: Provides functionality to in-
teractively artifact  timelines, device
connection history and confidence-levels assigned by
the machine learning model packaged using Tkinter.
The simple- to-use interface makes fast forensic analysis
possible, as

visualize

Accuracy: 94.6%, Precision: 91.8%, Recall: 92.4%,F1-

score: 92.1%
The performance figures testified that the module
gener- alizes well and offers reliable categorization of
important forensic data. Hyperparameters selected for the
models include:

Random Forest: 100 estimators, max depth = 10, min
samples split = 2

SVM: Kernel = 'tbf’, C = 1, gamma = 0.01

Gradient Boosting: 100 estimators, learning rate =
0.1, max depth = 3

Comparative Benchmarking:Assessment was made of
PFAT’s capabilities compared to these of FTK Imager
and Autopsy on a standardized dataset within the

USB detection, with additionally providing a consolidated windows 10  virtual  environment.  Results
view of artifact timelines that was not available in any demonstrated:
conventional system. — Detailed artifact identification (97.3% against 89.1%
Criteria PFAT Autopsy FTK Imager FX-Ways
orensics
Monolithic, Modular, Monolithic,
Modular, - S P
Architecture Windows- limited cross- specific
portable :
only platform environments
Comprehensive Basic USB, USB, basic Advanced
Data s :
Collection (USB, browser, limited browser browser, basic
etc.) browser data artifacts USB
User Det=triend by Command- B'as.lc GUl, Command-line,
GUL . limited
Interface R line only S no GUI support
customizable customization
Moderate - .
Optimized, low efficiency, Highzesonree Higk ¢
Efficiency . use, slow efficiency,
resource usage higher 2 oy
collection limited scope
resource use
Partial Requires
: Fully portable, Requires portability, installation,
Portubility USB-driven installation some limited
dependencies portability
Combines Standard, Proprietary, ;?oc!(vanced. L
Novelty multiple forensic | lacks limited
9 £ = 2 g 5 portable/user-
techniques mnovation mnovation c
friendly

Fig. 3: Comparision of PFAT with Top Forensic Tools (Au- topsy, FTK Imager and X-Ways). This table puts forth PFAT’s
strengths with regard to architectural design, data gathering, portability, accessibility and efficiency, thus drawing attention

https://sesjournal.com | Moavia et al., 2025 | Page 1081


https://portal.issn.org/resource/ISSN/3006-7030
https://portal.issn.org/resource/ISSN/3006-7030

Spectrum of Engineering Sciences
ISSN (e) 3007-3138 (p) 3007-312X

Volume 3, Issue 8, 2025

to the development of PFAT as a compact, easy-to-use, and thorough forensic instrument the users can specifically refine

searches by time, device ID, or by artifacts type.

Robustness and Anti-Forensics Handling: PFAT is able to
identify common efforts to cover up the evidence -
changed values of the timestamp, erased history logs, and
changed USB devices. Edge cases, such as no metadata, or
partial browser data are handled in PFAT through use of
fallback parsers. PFAT applies integrity verification,
envelope entropy analysis and cross check which verifies
and compares time-stamps and file attribute for identi-
fying anti-forensic tactics. Encrypted files are marked by
PFAT for closer investigation although no attempt is made
to decrypt by the tool. These properties enable PFAT to
uphold its trustworthiness in live forensic examination
despite manipulation or covering of evidence.

Testing and Evaluation

The effectiveness, viability, and performance of PFAT
were confirmed in a detailed plan for evaluation with
functional tests and exercises in benchmarking.

Functional Testing:

- Units tests were used to verify the consistency
and behavior of each module in nominal and fringe con-
ditions (e.g. absent serial information or inaccessible
browser files).

- Consistency throughout the flow of data from
collec- tion to evaluation was proven through
performance of integration testing.

ML Evaluation: To assess the artifact classification part 5-
fold crossvalidation was used over a labeled dataset
containing 20,000 entries. Performance metrics included:
and 85.4%)

- Decreased average execution by an average
of 1.6s and 1.3s, respectively

- Difference in the ability to automatically
classify and present timelines of artifacts.

This shows how PFAT is a star in efficient triage and
generation of meaningful evidence timelines.

Ethical Considerations

PFAT is aimed to be created with the most attention
to forensic ethics and privacy of data, and never loses
the legal compliance during the process of its
implementation.

Privacy-Preserving Forensics: There is automatic
anonymization or exclusion of personally identifiable
information (PII) artifacts parsing and classification

Secure Data Handling: All artifacts and logs collected
by PFAT are encrypted using AES-256 both in storage
and transfer, and all transient data are securely purged
post-processing.

Compliance: The platform adheres strictly to the rec-
ommendations put forward by ISO/IEC 27037
regarding digital evidence and protects GDPR
compliance by min- imising unnecessary data
retention. For each session, the system records a chain
of custody for record purposes and to create an audit
trail.

RESULTS

The experimentation phase assesses the efficiency
of Portable Forensic Analysis Tool (PFAT) in acquiring
forensic evidence from web browsers and USB
devices. Practical forensic scenario evaluation
determines how precisely the tool functions and how
efficiently it performs, along with its ease. We
evaluated PFAT with artifacts from three main
browsers (Google Chrome, Firefox, Microsoft Edge) as
well as artifacts from USB devices. The tool
successfully retrieved artifacts from relevant data with
more than 95% accuracy.

Browser Artifact Collection: PFAT effectively retrieved
all essential browser artifacts from the system, which
included both historical data about visited URLs along
with timestamps and page titles, while keeping
bookmarks with URLs and titles. The gathered
artifacts help analysts reconstruct user interactions
while enabling them to spot their most common
website  destinations.  The  software  system
demonstrated solid capability in collecting complete
browser data from diverse browsers, which satisfied the
research need for improved browser forensic solutions.

USB Artifact Collection: PFAT demonstrated excellent
performance in USB artifact collection by obtaining
device details such as manufacturer specifications and
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serial numbers as well as model specifications and
connection time records and registry entries associated
with them. Accurate artifact collection remains vital for
constructing extensive USB device activity records and
determining system-level interactions with devices.

File Metadata Extraction: The examination tool PFAT
became efficient in extracting basic file metadata,
including size measurements as well as
timestamps and modi- fication times alongside file flag
attributes, including the read- only and hidden markers.
The tracking function of metadata elements provides
important forensic investigation tools that make crucial
contributions to file-based monitoring activities.

creation

Timeline and Chart Generation: PFAT executed the ca-
pability to display forensic data through time-based
visualiza- tions using timelines and charts. The tool
generated visual representations through JSON-based
outputs that displayed both browser visit logs and USB
device connection charts with weekly viewing options
for clear data interpretation. The visual representations
of PFAT improve its operational effectiveness during real-
time investigation activities.

PFAT received data-supported file size classification
through machine learning models implemented to its
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workflow. Ran- dom Forest achieved the best accuracy
while Support Vector Machine (SVM) followed behind
and Gradient Boosting com- pleted third in accuracy
series among the models tested. Ran- dom Forest
delivered high accuracy in diverse data processing which
made it suitable for forensic use because of its stability as
a model choice.

Performance Comparison: The performance metrics of
PFAT surpassed those of FTK Imager and Autopsy
software through better efficiency and accuracy
measurements. The detection accuracy rate reached
98.7% at the same time PFAT processed digital forensic
operations in 15 minutes which was faster than the 25
minutes required by other tools. Users appreciated
PFAT’s user-friendly graphical user interface with detailed
report generation features because they surpassed the
complexity of command-line tools.

To visualize these findings, the figure 4 compare PFAT’s
performance to its competitors:

PFAT demonstrates its effectiveness as a forensic investi-
gation tool since it provides state-of-the-art artifact
collection abilities while presenting an accessible interface
which serves both expert and novice computer
practitioners.

Time to Complete Operation (minutes)

PFAT FTK Imager

Autopsy

10

PFAT FTK Imager Autopsy

Fig. 4: A head-to-head comparison between PFAT, FTK Im- ager, and Autopsy gives a look at the precision of artifact
detection (left) and the efficiency of completing forensic processes (right). PFAT is more efficient than FTK Imager and
Autopsy at both a high accuracy (98.7% for artifact detection) and fast operation to completion (15 minutes), validating

its efficiency and effectiveness

CONCLUSION

Digital forensics experienced a major progress with
PFAT, which provides the entire capability for browser
and USB device artifact acquisition and examination.
The combination of built-in mobility and Windows

support, together with intu- itive design, creates PFAT
as an excellent solution for forensic analysis teams. The
digital investigation process becomes more efficient
through PFAT because it enhances data collection,
together with timeline generation and metadata
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extraction. The tool’s performance can be enhanced
through browser and USB device support expansion
and machine learning integration, along with
performance optimization measures for future de-
velopment. PFAT proves to be an important
instrument within the developing domain of digital
forensics.
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